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Product Documentation

About Your Switch Manual Set

N o t e For the latest version of all HP switch documentation, including Release Notes
covering recently added features, please visit the HP Networking web site at
www.hp.com/Networking/support.

Electronic Publications

The latest version of each of the publications listed below is available in PDF
format on the HP Networking web site, as described in the Note at the top of
this page.

■ Installation and Getting Started Guide—Explains how to prepare for
and perform the physical installation and connect the switch to your
network.

■ Basic Operation Guide—Describes how to use the switch interfaces and
introduces basic operations.

■ Management and Configuration Guide—Describes how to configure,
manage, and monitor basic switch operation.

■ Advanced Traffic Management Guide—Explains how to configure traffic
management features such as VLANs, MSTP, QoS, and Meshing.

■ Access Security Guide—Explains how to configure access security fea-
tures and user authentication on the switch.

■ IPv6 Configuration Guide—Describes the IPv6 protocol operations that
are supported on the switch.

■ Command Line Interface Reference Guide—Provides a comprehensive
description of CLI commands, syntax, and operations.

■ Event Log Message Reference Guide—Provides a comprehensive descrip-
tion of event log messages.

■ Release Notes—Describe new features, fixes, and enhancements that
become available between revisions of the main product guide.
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Software Feature Index
For the software manual set supporting your series 2520 switch models, this
feature index indicates which manual to consult for information on a given
software feature.

Feature Management and 
Configuration

Advanced Traffic 
Management 

Access Security 
Guide

Basic Operation 
Guide

802.1Q VLAN Tagging - X - -

802.1p Priority X - - -

802.1X Authentication - - X -

AAA Authentication X -

Authorized IP Managers - - X -

Auto MDIX Configuration X - - -

BOOTP X - - -

Config File - - - X

Console Access - - - X

Copy Command X - - -

Debug X - - -

DHCP Configuration - X - -

DHCP/Bootp Operation X - - -

Diagnostic Tools X - - -

Downloading Software X - - -

Eavesdrop Protection X -

Event Log X - - -

Factory Default Settings - - - X

File Management X - - -
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File Transfers X - - -

Friendly Port Names X - - -

GVRP - X - -

IGMP - X - -

Interface Access (Telnet, 
Console/Serial, Web)

- - - X

IP Addressing - - - X

LACP X - - -

LLDP X - - -

LLDP-MED X

Loop Protection X

MAC Address Management X - - -

MAC Lockdown - - X -

MAC Lockout - - X -

MAC-based Authentication - - X -

Monitoring and Analysis X - - -

Multicast Filtering - X - -

Network Management 
Applications (LLDP, SNMP)

X - - -

Passwords - - X -

Ping X - - -

Port Configuration X - - -

Port Security - - X -

Port Status X - - -

Port Trunking (LACP) X - - -

Port-Based Access Control 
(802.1X)

- - X -

Feature Management and 
Configuration

Advanced Traffic 
Management 

Access Security 
Guide

Basic Operation 
Guide
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Port-Based Priority (802.1Q) X - - -

Power over Ethernet (PoE)

Quality of Service (QoS) - X - -

RADIUS Authentication and 
Accounting

- - X -

Secure Copy X - - -

SFTP X - - -

SNMP X - - -

Software Downloads (SCP/SFTP, 
TFTP, Xmodem)

X - - -

Spanning Tree (MSTP) - X - -

SSH (Secure Shell) Encryption - - X -

SSL (Secure Socket Layer) - - X -

Stack Management (Stacking) - X - -

Syslog - - - -

System Information - - - X

TACACS+ Authentication - - X -

Telnet Access X - - -

TFTP X - - -

Time Protocols (TimeP, SNTP) X - - -

Troubleshooting X - - -

VLANs - X - -

Web-based Authentication - - X -

Web UI - X

Feature Management and 
Configuration

Advanced Traffic 
Management 

Access Security 
Guide

Basic Operation 
Guide
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IPv6 Addressing Configuration

Introduction

In the default configuration, IPv6 operation is disabled on the switch. This
section describes the general steps and individual commands for enabling
IPv6 operation.

This chapter provides the following:

■ general steps for IPv6 configuration

■ IPv6 command syntax descriptions, including show commands

Most IPv6 configuration commands are applied per-VLAN. The exceptions are
ICMP, ND (neighbor discovery), and the (optional) authorized-managers
feature, which are configured at the global configuration level. (ICMP and ND
for IPv6 are enabled with default values when IPv6 is first enabled, and can
either be left in their default settings or reconfigured, as needed.) For more
information on ICMP, refer to “View the Current IPv6 Addressing Configura-
tion” on page 1-17. For more on ND, refer to “Neighbor Discovery (ND)” on
page 1-12.

N o t e The switch is capable of operating in dual-stack mode, where IPv4 and IPv6
run concurrently on a given VLAN.

Feature Default CLI

Enable IPv6 with a Link-Local 
Address

disabled 1-3

Configure Global Unicast 
Autoconfig

disabled 1-4

Configure DHCPv6 Addressing disabled 1-6

Configure a Static Link-Local 
Address

None 1-9

Configure a Static Global Unicast 
Address

None 1-10

Change DAD Attempts 3 1-14

View Current IPv6 Addressing n/a 1-17
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General Configuration Steps

The IPv6 configuration includes global and per-VLAN settings. This section
provides an overview of the general configuration steps for enabling IPv6 on
a given VLAN and can be enabled by any one of several commands. The
following steps provide a suggested progression for getting started.

N o t e The ICMP and Neighbor Discovery (ND) parameters are set to default values
at the global configuration level are satisfactory for many applications and
generally do not need adjustment when you are first configuring IPv6 on the
switch.

In the default configuration, IPv6 is disabled on all VLANs.

1. If IPv6 DHCP service is available, enable IPv6 DHCP on the VLAN. If IPv6
is not already enabled on the VLAN, enabling DHCPv6 also enables IPv6
and automatically configures a link-local address using the EUI-64 format.

N o t e If IPv6 is not already enabled on the VLAN, enabling DHCPv6 causes the
switch to automatically generate a link-local address. DHCPv6 does not assign
a link-local address.

A DHCPv6 server can provide other services, such as the addresses of
time servers. For this reason you may want to enable DHCP even if you
are using another method to configure IPv6 addressing on the VLAN.

2. If IPv6 DHCP service is not enabled on the VLAN, then either:

• Enable IPv6 on the VLAN. This automatically configures a link-local
address with an EUI- 64 interface identifier.

• Statically configure a unicast IPv6 address on the VLAN. This enables
IPv6 on the VLAN and, if you configure anything other than a link-
local address, the link-local address will be automatically configured
as well, with an EUI-64 interface identifier.

3. If an IPv6 router is connected on the VLAN, then enable IPv6 address
autoconfiguration to automatically configure global unicast addresses
with prefixes included in advertisements received from the router. The
device identifier used in addresses configured by this method will be the
same as the device identifier in the current link-local address.

4. If needed, statically configure IPv6 unicast addressing on the VLAN
interface as needed. This can include any of the following:

• statically replacing the automatically generated link-local address

• statically adding global unicast, and/or unique local unicast addresses
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Configuring IPv6 Addressing

In the default configuration on a VLAN, any one of the following commands
enables IPv6 and creates a link-local address. Thus, while any one of these
methods is configured on a VLAN, IPv6 remains enabled and a link-local
address is present:

ipv6 enable (page 1-3)

ipv6 address autoconfig (page 1-4)

ipv6 address dhcp full [rapid-commit] (page 1-6)

ipv6 address fe80:0:0:0:< device-identifier > link-local (page 1-9)

ipv6 address < prefix:device-identifier > (page 1-10)

N o t e Addresses created by any of these methods remain tentative until verified as
unique by Duplicate Address Detection. (Refer to “Duplicate Address Detec-
tion (DAD)” on page 1-14.)

Enabling IPv6 with an Automatically
Configured Link-Local Address
This command enables automatic configuration of a link-local address.

Syntax:  [no] ipv6 enable

If IPv6 has not already been enabled on a VLAN by another

IPv6 command option described in this chapter, this command

enables IPv6 on the VLAN and automatically configures the

VLAN's link-local unicast address with a 64-bit EUI-64 inter-

face identifier generated from the VLAN MAC address. (Refer

to “Disabling IPv6 on a VLAN” on page 1-12.).

Note: Only one link-local IPv6 address is allowed on the

VLAN interface. Subsequent static or DHCP configuration

of another link-local address overwrites the existing link-

local address.
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To view the current IPv6 Enable setting and any statically configured IPv6
addresses per-VLAN, use show run.

To view all currently configured IPv6 unicast addresses, use the following:

■ show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)

■ show ipv6 vlan < vid > (Lists IPv6 addresses configured on the VLAN.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 1-17.

Enabling Autoconfiguration of a
Global Unicast Address and a Default
Router Identity on a VLAN
Enabling autoconfig or rebooting the switch with autoconfig enabled on a
VLAN causes the switch to configure IPv6 addressing on the VLAN using
router advertisements and an EUI-64 interface identifier (page 1-12).

A link-local address always uses the prefix fe80:0:0:0.

With IPv6 enabled, the VLAN uses received router advertise-

ments to designate the default IPv6 router. (Refer to “Default

IPv6 Router” on page 1-24.)

After verification of uniqueness by DAD, a link-local IPv6

address assigned automatically is set to the preferred status,

with a “permanent” lifetime. (Refer to “View the Current IPv6

Addressing Configuration” on page 1-17.)

Default: Disabled

The no form of the command disables IPv6 on the VLAN if no

other IPv6-enabling command is configured on the VLAN.

(Refer to “Disabling IPv6 on a VLAN” on page 1-12.)

Syntax:   [no] ipv6 address autoconfig
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To view the current IPv6 autoconfiguration settings per-VLAN, use show run.

Implements unicast address autoconfiguration as follows:

■ If IPv6 is not already enabled on the VLAN, this command

enables IPv6 and generates a link-local (EUI- 64) address.

■ Generates router solicitations (RS) on the VLAN.

■ If a router advertisement (RA) is received on the VLAN,

the switch uses the route prefix in the RA to configure a

global unicast address. The device identifier for this

address will be the same as the device identifier used in

the current link-local address at the time the RA is

received. (This can be either a statically configured or the

(automatic) EUI-64 device identifier, depending on how

the link-local address was configured.) For information

on EUI- 64, refer to “Disabling IPv6 on a VLAN” on page 1-

12.) If an RA is not received on the VLAN after autoconfig

is enabled, a link-local address will be present, but no

global unicast addresses will be autoconfigured.

Notes: If a link-local address is already configured on the

VLAN, a later, autoconfigured global unicast address uses

the same device identifier as the link-local address.

Autoconfigured and DHCPv6-assigned global unicast

addresses with the same prefix are mutually exclusive on

a VLAN. On a given switch, if both options are configured

on the same VLAN, then only the first to acquire a global

unicast address will be used.

After verification of uniqueness by DAD, an IPv6 address

assigned to a VLAN by autoconfiguration is set to the preferred

and valid lifetimes specified by the RA used to generate the

address, and is configured as a preferred address. (Refer to

“View the Current IPv6 Addressing Configuration” on page 1-

17.)

Default: Disabled.

The no form of the command produces different results,

depending on how IPv6 is configured on the VLAN:

If IPv6 was enabled only by the autoconfig command, then

deleting this command disables IPv6 on the VLAN. (Refer to

“Disabling IPv6 on a VLAN” on page 1-12.)
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To view all currently configured IPv6 unicast addresses, use the following:

■ show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)

■ show ipv6 vlan < vid > (Lists IPv6 addresses configured on the VLAN.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 1-17.

Operating Notes

With IPv6 enabled, the VLAN uses received router advertisements to designate
the default IPv6 router. (Refer to “Router Access and Default Router Selection”
on page 1-23.)

Enabling DHCPv6

Enabling the DHCPv6 option on a VLAN allows the switch to obtain a global
unicast address and an NTP (network time protocol) server assignment for a
Timep server. (If a DHCPv6 server is not needed to provide a global unicast
address to a switch interface, the server can still be configured to provide the
NTP server assignment. This is sometimes referred to as “stateless DHCPv6”.)

Syntax:  [no] ipv6 address dhcp full [rapid-commit]
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To view the current IPv6 DHCPv6 settings per-VLAN, use show run.

This option configures DHCPv6 on a VLAN, which initiates

transmission of DHCPv6 requests for service. If IPv6 is not

already enabled on the VLAN by the ipv6 enable command, this

option also enables IPv6 and causes the switch to autocon-

figure a link-local unicast address with an EUI-64 interface

identifier.

Notes: A DHCPv6 server does not assign link-local

addresses, and enabling DHCPv6 on a VLAN does not

affect a pre-existing link-local address configured on the

VLAN.

A DHCPv6-assigned address can be configured on a VLAN

when the following is true:

• The assigned address is not on the same subnet as a

previously configured autoconfig address.

• The maximum IPv6 address limit on the VLAN or the

switch has not been reached.

If a DHCPv6 server responds with an IPv6 address assign-

ment, this address is assigned to the VLAN. (The DHCPv6-

assigned address will be dropped if it has the same subnet as

another address already assigned to the VLAN by an earlier

autoconfig command.)

After verification of uniqueness by DAD, an IPv6 address

assigned to the VLAN by an DHCPv6 server is set to the

preferred and valid lifetimes specified in a router advertise-

ment received on the VLAN for the prefix used in the assigned

address, and is configured as a preferred address. (Refer to

the section titled “Address Lifetimes” on page 1-28.)

[rapid-commit]: Expedites DHCP configuration by using a two-

message exchange with the server (solicit-reply) instead of the

default four-message exchange (solicit-advertise- request-

reply).

Default: Disabled

The no form of the command removes the DHCPv6 option from

the configuration and, if no other IPv6-enabling command is

configured on the VLAN, disables IPv6 on the VLAN. (Refer to

“Disabling IPv6 on a VLAN” on page 1-12.)
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To view all currently configured IPv6 unicast addresses, use the following:

■ show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)

■ show ipv6 vlan < vid > (Lists IPv6 addresses configured on the VLAN.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 1-17.

Operating Notes

■ If multiple DHCPv6 servers are available, the switch selects a server based
on the preference value sent in DHCPv6 messages from the servers.

■ The switch supports both DHCPv4 and DHCPv6 client operation on the
same VLAN.

■ DHCPv6 authentication and stateless DHCPv6 are not supported.

■ With IPv6 enabled, the switch determines the default IPv6 router for the
VLAN from the router advertisements it receives. (Refer to “Default IPv6
Router” on page 1-24.)

■ DHCPv6 and statically configured global unicast addresses are mutually
exclusive on a given VLAN. That is, configuring DHCPv6 on a VLAN erases
any static global unicast addresses previously configured on that VLAN,
and the reverse. (A statically configured link-local address will not be
affected by configuring DHCPv6 on the VLAN.)

■ For the same subnet on the switch, a DHCPv6 global unicast address
assignment takes precedence over an autoconfigured address assign-
ment, regardless of which address type was the first to be configured. If
DHCPv6 is subsequently removed from the configuration, then an auto-
configured address assignment will replace it after the next router adver-
tisement is received on the VLAN. DHCPv6 and autoconfigured addresses
co-exist on the same VLAN if they belong to different subnets.

For related information refer to:

■ RFC 3315: “Dynamic Host Configuration Protocol for IPv6 (DHCPv6)”

■ RFC 3633: “IPv6 Prefix Options for Dynamic Host Configuration Protocol
(DHCP) version 6”

■ RFC 3736: “Stateless Dynamic Host Configuration Protocol (DHCP)
Service for IPv6”
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Configuring a Static IPv6 Address on a
VLAN

This option enables configuring of unique and static unicast IPv6 addresses
for global and link-local applications, including:

■ link-local unicast (including EUI and non-EUI device identifiers)

■ global unicast (and unique local unicast)

Statically Configuring a Link-Local Unicast Address

Syntax:  [no] ipv6 address  fe80::< device-identifier > link-local

■ If IPv6 is not already enabled on the VLAN, this command

enables IPv6 and configures a static link-local address.

■ If IPv6 is already enabled on the VLAN, then this command

overwrites the current, link- local address with the speci-

fied static address. (One link-local address is allowed per

VLAN interface.)

< device-identifier >: The low-order 64 bits, in 16-bit blocks,
comprise this value in a link-local address:

xxxx xxxx : xxxx xxxx : xxxx xxxx : xxxx xxxx

Where a static link-local address is already configured, a new,

autoconfigured global unicast addresses assignment uses the

same device identifier as the link-local address.

Notes: An existing link-local address is replaced, and is not

deprecated, when a static replacement is configured.

The prefix for a statically configured link-local address is

always 64 bits, with all blocks after fe80 set to zero. That is:

fe80:0:0:0.

After verification of uniqueness by DAD, a statically config-

ured link-local address status is set to preferred, with a perma-
nent lifetime. (Refer to “View the Current IPv6 Addressing

Configuration” on page 1-17.)

For link-local addressing, the no form of the static IPv6 address

command produces different results, depending on how IPv6

is configured on the VLAN:
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Statically Configuring A Global Unicast Address

■ If IPv6 was enabled only by a statically configured link-

local address, then deleting the link-local address disables

IPv6 on the VLAN.

■ If other IPv6-enabling commands have been configured on

the VLAN, then deleting the statically configured link-local

address causes the switch to replace it with the default

(EUI-64) link-local address for the VLAN, and IPv6

remains enabled. (For more on the EUI-64 address format,

refer to “Disabling IPv6 on a VLAN” on page 1-12.)

Refer also to “Disabling IPv6 on a VLAN” on page 1-12.

Syntax:.  [no] ipv6 address  < network-prefix><device-id >/< prefix-length >
[no] ipv6 address < network-prefix>::/< prefix-length > eui-64 

If IPv6 is not already enabled on a VLAN, either of these

command options do the following:

■ enable IPv6 on the VLAN

■ configure a link-local address using the EUI-64 format

■ statically configure a global unicast address

If IPv6 is already enabled on the VLAN, then the above

commands statically configure a global unicast address, but

have no effect on the current link-local address.

< network-prefix >: This includes the global routing prefix and

the subnet ID for the address. For more on this topic, refer to

“Router Access and Default Router Selection” on page 1-23.

< device-id >: Enters a user-defined device identity.
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To view the currently configured static IPv6 addresses per-VLAN, use show run.

To view all currently configured IPv6 unicast addresses, use the following:

■ show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)

■ show ipv6 vlan < vid > (Lists IPv6 addresses configured on VLAN < vid >.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 1-17.

Operating Notes

■ With IPv6 enabled, the switch determines the default IPv6 router for the
VLAN from the router advertisements it receives. (Refer to “Router Access
and Default Router Selection” on page 1-23.)

■ If DHCPv6 is configured on a VLAN, then configuring a static global
unicast address on the VLAN removes DHCPv6 from the VLAN's config-
uration and deletes the DHCPv6-assigned global unicast address.

■ Note that for a statically configured global unicast address to be routable,
a gateway router must be transmitting router advertisements on the
VLAN.

■ If an autoconfigured global unicast address already exists for the same
subnet as a new, statically configured global unicast address, the statically
configured address is denied. In the reverse case, you can add an auto-
config command to the VLAN configuration, but it will not be imple-
mented unless the static address is removed from the configuration.

< prefix-length >: Specifies the number of bits in the network
prefix. If you are using the eui-64 option, this value must be 64.

eui-64: Specifies using the Extended Unique Identifier format

to create a device identifier based on the VLAN MAC address.

Refer to “Disabling IPv6 on a VLAN” on page 1-12.

After verification of uniqueness by DAD, the lifetime of a

statically configured IPv6 address assigned to a VLAN is set

to permanent, and is configured as a preferred address. (Refer

to “View the Current IPv6 Addressing Configuration” on

page 1-17.)

The no form of the command erases the specified address and,

if no other IPv6-enabling command is configured on the VLAN,

disables IPv6 on the VLAN. (Refer to “Disabling IPv6 on a

VLAN” on page 1-12.)
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Duplicate Address Detection (DAD) for Statically
Configured Addresses

Statically configured IPv6 addresses are designated as permanent. If DAD
determines that a statically configured address duplicates a previously config-
ured and reachable address on another device belonging to the VLAN, then
the more recent, duplicate address is designated as duplicate. For more on this
topic, refer to:

■ “Duplicate Address Detection (DAD)” on page 1-14.

■ “View the Current IPv6 Addressing Configuration” on page 1-17

Disabling IPv6 on a VLAN

While one IPv6-enabling command is configured on a VLAN, IPv6 remains
enabled on that VLAN. In this case, removing the only IPv6-enabling command
from the configuration disables IPv6 operation on the VLAN. That is, to disable
IPv6 on a VLAN, all of the following commands must be removed from the
VLAN's configuration:

ipv6 enable

ipv6 address dhcp full [rapid-commit]

ipv6 address autoconfig

ipv6 address fe80::< device-identifier > link-local

ipv6 address < prefix > : < device-identifier >

If any of the above remain enabled, then IPv6 remains enabled on the VLAN
and, at a minimum, a link-local unicast address will be present.

Neighbor Discovery (ND)

Neighbor Discovery (ND) is the IPv6 equivalent of the IPv4 ARP for layer 2
address resolution, and uses IPv6 ICMP messages to do the following:

■ Determine link-layer address of neighbors on the same VLAN interface.

■ Verify that a neighbor is reachable.
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■ Track neighbor (local) routers.

Neighbor Discovery enables functions such as the following:

■ router and neighbor solicitation and discovery

■ detecting address changes for devices on a VLAN

■ identifying a replacement for a router or router path that has become
unavailable

■ duplicate address detection (DAD)

■ router advertisement processing

■ neighbor reachability

■ autoconfiguration of unicast addresses

■ resolution of destination addresses

■ changes to link-layer addresses

An instance of Neighbor Discovery is triggered on a device when a new
(tentative) or changed IPv6 address is detected. (This includes stateless,
stateful, and static address configuration.) ND operates in a per-VLAN scope;
that is, within the VLAN on which the device running the ND instance is a
member. Neighbor discovery actually occurs when there is communication
between devices on a VLAN. That is, a device needing to determine the link-
layer address of another device on the VLAN initiates a (multicast) neighbor
solicitation message (containing a solicited-node multicast address that corre-
sponds to the IPv6 address of the destination device) on the VLAN. When the
destination device receives the neighbor solicitation, it responds with a
neighbor advertisement message identifying its link-layer address. When the
initiating device receives this advertisement, the two devices are ready to
exchange traffic on the VLAN interface. Also, when an IPv6 interface becomes
operational, it transmits a router solicitation on the interface and listens for a
router advertisement.

N o t e :  Neighbor and router solicitations must originate on the same VLAN as the
receiving device. To support this operation, IPv6 is designed to discard any
incoming neighbor or router solicitation that does not have a value of 255 in
the IP Hop Limit field. For a complete list of requirements, refer to RFC 246.

When a pair of IPv6 devices in a VLAN exchange communication, they enter
each other's IPv6 and corresponding MAC addresses in their respective
neighbor caches. These entries are maintained for a period of time after
communication ceases, and then dropped.

To view or clear the content of the neighbor cache, refer to “Configuring a
Static IPv6 Address on a VLAN” on page 1-9.
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For related information, refer to:

■ RFC 2461: “Neighbor Discovery for IP Version 6 (IPv6)”

Duplicate Address Detection (DAD)

Duplicate Address Detection verifies that a configured unicast IPv6 address
is unique before it is assigned to a VLAN interface on the switch. DAD is
enabled in the default IPv6 configuration, and can be reconfigured, disabled,
or re-enabled at the global config command level. DAD can be useful in helping
to troubleshoot erroneous replies to DAD requests, or where the neighbor
cache contains a large number of invalid entries due to an unauthorized station
sending false replies to the switch's neighbor discovery queries. If DAD
verifies that a unicast IPv6 address is a duplicate, the address is not used. If
the link-local address of the VLAN interface is found to be a duplicate of an
address for another device on the interface, then the interface stops
processing IPv6 traffic.

DAD Operation

On a given VLAN interface, when a new unicast address is configured, the
switch runs DAD for this address by sending a neighbor solicitation to the All-
Nodes multicast address (ff02::1). This operation discovers other devices on
the VLAN and verifies whether the proposed unicast address assignment is
unique on the VLAN. (During this time, the address being checked for unique-
ness is held in a tentative state, and cannot be used to receive traffic other
than neighbor solicitations and neighbor advertisements.) A device that
receives the neighbor solicitation responds with a Neighbor Advertisement
that includes its link-local address. If the newly configured address is from a
static or DHCPv6 source and is found to be a duplicate, it is labelled as
duplicate in the “Address Status” field of the show ipv6 command, and is not
used. If an autoconfigured address is found to be a duplicate, it is dropped and
the following message appears in the Event Log:

W < date > < time > 00019 ip: ip address < IPv6-address > 
removed from vlan id < vid >

DAD does not perform periodic checks of existing addresses. However, when
a VLAN comes up with IPv6 unicast addresses configured (as can occur during
a reboot) the switch runs DAD for each address on the interface by sending
neighbor solicitations to the All-Nodes multicast address as described above.
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If an address is configured while DAD is disabled, the address is assumed to
be unique and is assigned to the interface. If you want to verify the uniqueness
of an address configured while DAD was disabled, re-enable DAD and then
either delete and reconfigure the address, or reboot the switch.

Configuring DAD

Syntax:  ipv6 nd dad-attempts < 0 - 600 >

This command is executed at the global config level, and

configures the number of neighbor solicitations to send when

performing duplicate address detection for a unicast address

configured on a VLAN interface.

< 0 - 600 >: The number of consecutive neighbor solicitation

messages sent for DAD inquiries on an interface. Setting this

value to 0 disables DAD on the interface. Disabling DAD

bypasses checks for uniqueness on newly configured

addresses. If a reboot is performed while DAD is disabled, the

duplicate address check is not performed on any IPv6

addresses configured on the switch.

Default: 3 (enabled); Range: 0 - 600 (0 = disabled)

The no form of the command restores the default setting (3).

Syntax:  ipv6 nd ns-interval < milliseconds >

Used on VLAN interfaces to reconfigure the neighbor discovery

time in milliseconds between DAD neighbor solicitations sent

for an unresolved destination, or between duplicate address

detection neighbor solicitation requests. Increasing this

setting is indicated where neighbor solicitation retries or

failures are occurring, or in a “slow” (WAN) network.

This value can be configured in a router advertisement to help

ensure that all hosts on a VLAN are using the same retransmit

interval for neighbor discovery. Refer to “Neighbor Discovery

(ND)” on page 1-12.

To view the current setting, use show ipv6 nd.

Range: 1000 - 3600000 ms; Default: 1000 ms.
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Operating Notes

■ A verified link-local unicast address must exist on a VLAN interface before
the switch can run DAD on other addresses associated with the interface.

■ If a previously configured unicast address is changed, a neighbor adver-
tisement (an all-nodes multicast message--ff02::1) is sent to notify other
devices on the VLAN and to perform duplicate address detection.

■ IPv6 addresses on a VLAN interface are assigned to multicast address
groups identified with well- known prefixes. For more on this topic, refer
to “View IPv6 Gateway, Route, and Router Neighbors ” on page 1-25.

■ DAD is performed on all stateful, stateless, and statically configured
unicast addresses.

■ Neighbor solicitations for DAD do not cause the neighbor cache of
neighboring switches to be updated.

■ If a previously configured unicast address is changed, a neighbor adver-
tisement is sent on the VLAN to notify other devices, and also for duplicate
address detection.

■ If DAD is disabled when an address is configured, the address is assumed
to be unique and is assigned to the interface.

Syntax:.  ipv6 nd reachable-time < milliseconds >

Used on VLAN interfaces to configure the length of time in

milliseconds a neighbor will be considered reachable after the

Neighbor Unreachability Detection algorithm has confirmed

it to be reachable. When the switch operates in host mode, this

setting can be overridden by a reachable time received in a

router advertisement.

This value can be configured in a router advertisement to help

ensure that all hosts on a VLAN are using the same reachable

time in their neighbor cache. Refer to “Neighbor Discovery

(ND)” on page 1-12.

To view the current setting, use show ipv6 nd.

Range: 1000 - 2147483647 ms; Default: 30000 ms.
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View the Current IPv6 Addressing
Configuration

Use these commands to view the current status of the IPv6 configuration on
the switch.

Syntax:  show ipv6

Lists the current, global IPv6 settings and per-VLAN IPv6

addressing on the switch.

IPv6 Routing: This setting is always Disabled. This is a global

setting, and is not configured per-VLAN. (Refer to “Router

Access and Default Router Selection” on page 1-23.)

Default Gateway: Lists the IPv4 default gateway, if any, config-

ured on the switch. This is a globally configured router

gateway address, and is not configured per-VLAN.

ND DAD: Indicates whether DAD is enabled (the default) or

disabled. Using ipv6 nd dad-attempts 0 disables neighbor

discovery. (Refer to “Duplicate Address Detection (DAD)” on

page 1-14.)

DAD Attempts: Indicates the number of neighbor solicitations

the switch transmits per-address for duplicate (IPv6) address

detection. Implemented when a new address is configured or

when an interface with configured addresses comes up (such

as after a reboot). The default setting is 3, and the range is 0

- 600. A setting of “0” disables duplicate address detection.

(Refer to “Duplicate Address Detection (DAD)” on page 1-14.)

VLAN Name: Lists the name of a VLAN statically configured on

the switch.

IPv6 Status: For the indicated VLAN, indicates whether IPv6 is

disabled (the default) or enabled. (Refer to “Configuring IPv6

Addressing” on page 1-3.)
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For example, figure 1-1 shows the output on a switch having IPv6 enabled on
one VLAN.

Address Origin: 
■ Autoconfig: The address was configured using stateless

address autoconfiguration (SLAAC). In this case, the

device identifier for global unicast addresses copied from

the current link-local unicast address.

■ DHCP: The address was assigned by a DHCPv6 server. Note

that addresses having a DHCP origin are listed with a 128-

bit prefix length.

■ Manual: The address was statically configured on the

VLAN.

■ IPv6 Address/Prefix Length: Lists each IPv6 address and

prefix length configured on the indicated VLAN.

Address Status: 
■ Tentative: DAD has not yet confirmed the address as

unique, and is not usable for sending and receiving traffic.

■ Preferred: The address has been confirmed as unique by

DAD, and usable for sending and receiving traffic. The

Expiry time shown for this address by the show ipv6 vlan < 
vid > command output is the preferred lifetime assigned to

the address. (Refer to “Address Lifetimes” on page xxx.)

■ Deprecated: The preferred lifetime for the address has been

exceeded, but there is time remaining in the valid lifetime.

■ Duplicate: Indicates a statically configured IPv6 address

that is a duplicate of another IPv6 address that already

exists on another device belonging to the same VLAN

interface. A duplicate address is not used.
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Figure 1-1. Example of Show IPv6 Command Output

For example, Figure 1-2 shows the output on a switch having IPv6 enabled on

VLANs 1 and 22.

Figure 1-2. Example of Show IPv6 nd Output with Default settings

Switch(config)# show ipv6

 Internet (IPv6) Service

  IPv6 Routing    : Disabled
  Default Gateway : 10.0.9.80
  ND DAD          : Enabled
  DAD Attempts    : 3

  Vlan Name       : DEFAULT_VLAN
  IPv6 Status     : Disabled

  Vlan Name       : VLAN10
  IPv6 Status     : Enabled

  Address    |                                             Address
  Origin     | IPv6 Address/Prefix Length                  Status
  ---------- + ------------------------------------------- -----------
  autoconfig | 2620:0:a03:e102::127/64                     preferred
  dhcp       | 2620:0:a03:e102:212:79ff:fe88:a100/64       preferred
  manual     | fe80::127/64                                preferred

Syntax:  show ipv6 nd

Displays the current IPv6 neighbor discovery settings on the

configured VLAN interfaces.

Switch# show ipv6 nd

 IPV6 Neighbor Discovery Configuration

   VLAN ID   DAD    RCH Time   NS Interval
          Attempts  (msecs)     (msecs)
  ------- -------- ---------- -----------
  1       3        30000      1000
  22      3        30000      1000
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Syntax:  show ipv6 vlan < vid >

Displays IP and IPv6 global configuration settings, the IPv6

status for the specified VLAN, the IPv6 addresses (with prefix

lengths) configured on the specified VLAN, and the expiration

data (Expiry) for each address.:

■ IPv6 Routing: This setting is always Disabled. (Refer to

“Router Access and Default Router Selection” on page 1-

23.).

■ Default Gateway: Lists the IPv4 default gateway, if any,

configured on the switch. This is a globally configured

router gateway address, and is not configured per-VLAN.

■ ND DAD: Shows whether Neighbor Discovery (ND) is

enabled. The default setting is Enabled. Using ipv6 nd dad- 
attempts 0 disables neighbor discovery.
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■ DAD Attempts: Indicates the number of neighbor solicita-

tions the switch transmits per-address for duplicate

(IPv6) address detection. Implemented when a new

address is configured or when an interface with config-

ured addresses comes up (such as after a reboot). The

default setting is 3, and the range is 0 - 600. A setting of

“0” disables duplicate address detection. (Refer to “Dupli-

cate Address Detection (DAD)” on page 1-14.)

■ VLAN Name: Lists the name of a VLAN statically configured

on the switch.

■ IPv6 Status: For the indicated VLAN, indicates whether

IPv6 is disabled (the default) or enabled. (Refer to “Config-

uring IPv6 Addressing” on page 1-3.)

■ IPv6 Address/Prefix Length: Lists each IPv6 address and

prefix length configured on the indicated VLAN.

■ Expiry: Lists the lifetime status of each IPv6 address listed

for a VLAN:

• Permanent: The address will not time out and need

renewal or replacement.

• date/time: The date and time that the address expires.

Expiration date and time is specified in the router

advertisement used to create the prefix for automati-

cally configured, global unicast addresses. The Address 
Status field in the show ipv6 command output indicates

whether this date/time is for the “preferred” or “valid”

lifetime assigned to the corresponding address. (Refer

to “Router Access and Default Router Selection” on

page 1-23.)
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Figure 1-3. Example of Show IPv6 VLAN < vid > Output

Switch# show ipv6

 Internet (IPv6) Service

  IPv6 Routing    : Disabled
  Default Gateway : fe80::213:c4ff:fedd:14b0
  ND DAD          : Enabled
  DAD Attempts    : 3

  Vlan Name       : DEFAULT_VLAN
  IPv6 Status     : Disabled

  Vlan Name       : VLAN10
  IPv6 Status     : Enabled

  Address    |                                             Address
  Origin     | IPv6 Address/Prefix Length                  Status
  ---------- + ------------------------------------------- -----------
  dhcp       | 2001:db8:a03:e102::1:101/64                 preferred
  manual     | fe80::1:101/64                              preferred

Syntax:  show run

In addition to the other elements of the current configuration,

this command lists the statically configured, global unicast

IPv6 addressing, and the current IPv6 configuration per-

VLAN. The listing may include one or more of the following,

depending on what other IPv6 options are configured on the

VLAN. Any stateless address autoconfiguration (SLAAC)

commands in the configuration are also listed in the output,

but the actual addresses resulting from these commands are

not included in the output.

■ ipv6 enable
■ ipv6 address fe80::< device-id > link-local
■ ipv6 address < prefix >:< device-id >/< prefix-length >
■ ipv6 address autoconfig
■ ipv6 address dhcp full [rapid-commit]
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Figure 1-4. Example of Show Run Output Listing the Current IPv6 Addressing Commands

Router Access and Default Router
Selection

Routing traffic between destinations on different VLANs configured on the
switch or to a destination on an off-switch VLAN is done by placing the switch
on the same VLAN interface or subnet as an IPv6-capable router configured
to route traffic to other IPv6 interfaces or to tunnel IPv6 traffic across an IPv4
network.

Router Advertisements

An IPv6 router periodically transmits router advertisements (RAs) on the
VLANs to which it belongs to notify other devices of its presence. The switch
uses these advertisements for purposes such as:

■ learning the MAC and link-local addresses of IPv6 routers on the VLAN
(For devices other than routers, the switch must use neighbor discovery
to learn these addresses.)

■ building a list of default (reachable) routers, along with router lifetime
and prefix lifetime data

■ learning the prefixes and the valid and preferred lifetimes to use for
stateless (autoconfigured) global unicast addresses (This is required for
autoconfiguration of global unicast IPv6 addresses.)

■ learning the hop limit for traffic leaving the VLAN interface

■ learning the MTU (Maximum Transmission Unit) to apply to frames
intended to be routed

Switch(config)# show run

Running configuration:
. . .
vlan 10
   name "VLAN10"
   untagged A1-A12
   ipv6 address fe80::127 link-local
   ipv6 address 2001:db8::127/64
   ipv6 address autoconfig
. . .

Statically configured IPv6 addresses 
appear in the show run output.

Commands for automatic IPv6 address 
configuration appear in the show run 
output, but the addresses resulting from 
these commands do not appear in the 
output.
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Router Solicitations

When an IPv6 interface becomes operational on the switch, a router solicita-
tion is automatically sent to trigger a router advertisement (RA) from any IPv6
routers reachable on the VLAN. (Router solicitations are sent to the All-
Routers multicast address; ff02::2. Refer to “Router Access and Default Router
Selection” on page 1-23.) If an RA is not received within one second of sending
the initial router solicitation, the switch sends up to three additional solicita-
tions at intervals of four seconds. If an RA is received, the sending router is
added to the switch's default router list and the switch stops sending router
solicitations. If an RA is not received, then IPv6 traffic on that VLAN cannot
be routed, and the only usable unicast IPv6 address on the VLAN is the link-
local address.

N o t e If the switch does not receive a router advertisement after sending the router
solicitations, as described above, then no further router solicitations are sent
on that VLAN unless a new IPv6 setting is configured, IPv6 on the VLAN is
disabled, then re-enabled, or the VLAN itself is disconnected, then recon-
nected.

Default IPv6 Router

If IPv6 is enabled on a VLAN where there is at least one accessible IPv6 router,
the switch selects a default IPv6 router. (Refer to “Enabling Autoconfiguration
of a Global Unicast Address and a Default Router Identity on a VLAN” on
page 1-4.)

■ If the switch receives router advertisements (RAs) from a single IPv6
router on the same VLAN or subnet, the switch configures a global unicast
address and selects the advertising router as the default IPv6 router.

■ If multiple IPv6 routers on a VLAN send RAs advertising the same
network, the switch configures one global unicast address and selects one
router as the default router, based on the router's relative reachability,
using factors such as router priority and route cost.

■ If multiple IPv6 routers on a VLAN send RAs advertising different subnets,
the switch configures a corresponding global unicast address for each RA
and selects one of the routers as the default IPv6 router, based on route
cost. When multiple RAs are received on a VLAN, the switch uses the
router priority and route cost information included in the RAs to identify
the default router for the VLAN.
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Router Redirection

With multiple routers on a VLAN, if the default (first-hop) router for an IPv6-
enabled VLAN on the switch determines that there is a better first-hop router
for reaching a given, remote destination, the default router can redirect the
switch to use that other router as the default router. For further information
on routing IPv6 traffic, refer to the documentation provided for the IPv6
router.

For related information see RFC 2461: “Neighbor Discovery for IP Version 6”.

View IPv6 Gateway, Route, and Router
Neighbors

Use these commands to view the switch's current routing table content and
connectivity to routers per VLAN. This includes information received in router
advertisements from IPv6 routers on VLANs enabled with IPv6 on the switch.

Viewing Gateway and IPv6 Route Information

Syntax:  show ipv6 route [ ipv6-addr ] [connected] 

This command displays the routes in the switch's IPv6 routing

table.

ipv6-addr: Optional. Limits the output to show the gateway to

the specified IPv6 address.

connected: Optional. Limits the output to show only the gate-

ways to IPv6 addresses connected to VLAN interfaces config-

ured on the switch, including the loopback (::1/128) address.

Dest: The destination address for a detected route.

Gateway: The IPv6 address or VLAN interface used to reach the

destination. (Includes the loopback address.)

Type: Indicates route type (static, connected, RIP, or OSPF).

Distance: The route's administrative distance, used to deter-

mine the best path to the destination.

Metric: Indicates the route cost for the selected destination.
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Figure 1-5. Example of Show IPv6 Route Output

Viewing IPv6 Router Information

Switch(config)# show ipv6 route

                               IPv6 Route Entries

 Dest : ::/0                                                 Type : static
 Gateway : fe80::213:c4ff:fedd:14b0%vlan10         Dist. : 40   Metric : 0

 Dest : ::1/128                                              Type : connected
 Gateway :   lo0                                   Dist. : 0    Metric : 1

 Dest : 2001:db8:a03:e102::/64                                 Type : connected
 Gateway : VLAN10                                  Dist. : 0    Metric : 1

 Dest : fe80::%vlan10                                        Type : connected
 Gateway : VLAN10                                 Dist. : 0    Metric : 1

 Dest : fe80::1%lo0                                          Type : connected
 Gateway :   lo0                                   Dist. : 0    Metric : 1

“Unknown” Address

Loopback Address

Global Unicast Address
Configured on the Switch 

Link-Local Address
Configured on the Switch 

Link-Local Address Assigned
to the Loopback Address 

Syntax:  show ipv6 routers [ vlan < vid > ]

This command lists the switch’s IPv6 router table entries for

all VLANs configured on the switch or for a single VLAN. This

output provides information about the IPv6 routers from

which routing advertisements (RAs) have been received on the

switch.

vlan < vid >: Optional. Specifies only the information on IPv6
routers on the indicated VLAN.

Router Address: The IPv6 address of the router interface.

Preference: The relative priority of prefix assignments received

from the router when prefix assignments are also received on

the same switch VLAN interface from other IPv6 routers.

Interface: The VLAN interface on which the path to the router

exists.
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For example, figure 1-6 indicates that the switch is receiving router advertise-
ments from a single router that exists on VLAN 10.

Figure 1-6. Example of Show IPv6 Routers Output

MTU: This is the Maximum Transmission Unit (in bytes)

allowed for frames on the path to the indicated router.

Hop Limit: The maximum number of router hops allowed.

Prefix Advertised: Lists the prefix and prefix size (number of

leftmost bits in an address) originating with the indicated

router.

Valid Lifetime: The total time the address is available, including

the preferred lifetime and the additional time (if any) allowed

for the address to exist in the deprecated state. Refer to

“Address Lifetimes” on page 1-28.

Preferred Lifetime: The length of time during which the address

can be used freely as both a source and a destination address

for traffic exchanges with other devices. Refer to “Address

Lifetimes” on page 1-28.

On/Off Link: Indicates whether the entry source is on the same
VLAN as is indicated in the Interface field.

Switch(config)# show ipv6 routers

 IPv6 Router Table Entries

  Router Address : fe80::213:c4ff:fedd:14b0
  Preference     : Medium
  Interface      : VLAN10
  MTU            : 1500
  Hop Limit      : 64

                                              Valid        Preferred    On/Off
  Prefix Advertised                           Lifetime(s)  Lifetime(s)  Link
  ------------------------------------------- ------------ ------------ -------
  2001:db8:a03:e102::/64                     864000       604800       Onlink
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Address Lifetimes

Every configured IPv6 unicast and anycast address has a lifetime setting that
determines how long the address can be used before it must be refreshed or
replaced. Some addresses are set as “permanent” and do not expire. Others
have both a “preferred” and a “valid” lifetime that specify the duration of their
use and availability.

Preferred Lifetime

This is the length of time during which the address can be used freely as both
a source and a destination address for traffic exchanges with other devices.
This time span is equal to or less than the valid lifetime also assigned to the
address. If this time expires without the address being refreshed, the address
becomes deprecated and should be replaced with a new, preferred address.
In the deprecated state, an address can continue to be used as a destination
for existing communication exchanges, but is not used for new exchanges or
as a source for traffic sent from the interface. A new, preferred address and
its deprecated counterpart will both appear in the show ipv6 vlan < vid > output
as long as the deprecated address is within its valid lifetime.

Valid Lifetime

This is the total time the address is available, and is equal to or greater than
the preferred lifetime. The valid lifetime enables communication to continue
for transactions that began before the address became deprecated. However,
in this timeframe, the address should no longer be used for new communica-
tions. If this time expires without the deprecated address being refreshed, the
address becomes invalid and may be assigned to another interface.

Sources of IPv6 Address Lifetimes

Manually configured addresses have permanent lifetimes. The prefixes
received from router advertisements for global unicast addresses include
finite valid and preferred lifetime assignments. Refer to “Configuring a Static
IPv6 Address on a VLAN” on page 1-9.
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Table 1-1. IPv6 Unicast Addresses Lifetimes

A new, preferred address used as a replacement for a deprecated address can
be acquired from a manual, DHCPv6, or autoconfiguration source.

Address Source Lifetime Criteria

Link-Local Permanent 

Statically Configured Unicast Permanent

Autoconfigured Global Finite Preferred and Valid Lifetimes

DHCPv6-Configured Finite Preferred and Valid Lifetimes
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IPv6 Management Features
Introduction

This chapter focuses on the IPv6 application of management features that
support both IPv6 and IPv4 operation. For additional information on these
features, refer to the current Management and Configuration Guide for your
switch.

Viewing and Clearing the IPv6 Neighbors
Cache
Neighbor discovery occurs when there is communication between the switch
and another, reachable IPv6 device on the same VLAN. A neighbor destination
is reachable from a given source address if a confirmation (neighbor solicita-
tion) has been received at the source verifying that traffic has been received
at the destination.

The switch maintains an IPv6 neighbor cache that is populated as a result of
communication with other devices on the same VLAN. You can view and clear
the contents of the neighbor cache using the commands described in this
section.

Viewing the Neighbor Cache

Neighbor discovery occurs when there is communication between IPv6
devices on a VLAN. The Neighbor Cache retains data for a given neighbor until
the entry times out. For more on this topic, refer to “Neighbor Discovery (ND)”
on page 1-12.

Feature Default CLI

Neighbor Cache n/a 2-1, 2-3

SNTP Address None 2-9

Timep Address None 2-12

TFTP n/a 2-14

SNMP Trap Receivers None 2-21
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Syntax:  show ipv6 neighbors [vlan < vid >]

Displays IPv6 neighbor information currently held in the

neighbor cache. After a period without communication with

a given neighbor, the switch drops that neighbor’s data from

the cache. The command lists neighbors for all VLAN interfaces

on the switch or for only the specified VLAN. The following

fields are included for each entry in the cache:

IPv6 Address: Lists the 128-bit addresses for the local host and

any neighbors (on the same VLAN) with whom there has been

recent communication.

MAC Address: The MAC Address corresponding to each of the

listed IPv6 addresses.

VLAN < vid >: Optional. Causes the switch to list only the IPv6

neighbors on a specific VLAN configured on the switch.

Type: Appears only when VLAN is not specified, and indicates

whether the corresponding address is local (configured on the

switch) or dynamic (configured on a neighbor device).

Age: Appears only when VLAN is specified, and indicates the

length of time the entry has remained unused.

Port: Identifies the switch port on which the entry was learned.

If this field is empty for a given address, then the address is

configured on the switch itself.

State: A neighbor destination is reachable from a given source

address if confirmation has been received at the source veri-

fying that traffic has been received at the destination. This

field shows the reachability status of each listed address:

• INCOM (Incomplete): Neighbor address resolution is in
progress, but has not yet been determined.

REACH (Reachable): The neighbor is known to have been reach-

able recently.

• STALE: A timeout has occurred for reachability of the neigh-

bor, and an unsolicited discovery packet has been received

from the neighbor address. If the path to the neighbor is then

used successfully, this state is restored to REACH.

• DELAY: Indicates waiting for a response to traffic sent

recently to the neighbor address. The time period for

determining the neighbor's reachability has been extended.

• PROBE: The neighbor may not be reachable. Periodic, unicast

neighbor solicitations are being sent to verify reachability.
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Figure 2-1. Example of Neighbor Cache Without Specifying a VLAN

Figure 2-2. Example of Neighbor Cache Content for a Specific VLAN

Clearing the Neighbor Cache

When there is an event such as a topology change or an address change, the
neighbor cache may have too many entries to allow efficient use. Also, if an
unauthorized client is answering DAD or normal neighbor solicitations with
invalid replies, the neighbor cache may contain a large number of invalid
entries and communication with some valid hosts may fail and/or the show 
ipv6 neighbors command output may become too cluttered to efficiently read.
In such cases, the fastest way to restore optimum traffic movement on a VLAN
may be to statically clear the neighbor table instead of waiting for the
unwanted entries to time-out.

HP Switch(config)# show ipv6 neighbor

 IPv6 ND Cache Entries

 IPv6 Address                            MAC Address   State Type    Port
 --------------------------------------- ------------- ----- ------- ----
 2001:db8:260:212::101                   0013c4-dd14b0 STALE dynamic 1
 2001:db8:260:214::1:15                  001279-88a100 REACH local
 fe80::1:1                               001279-88a100 REACH local
 fe80::10:27                             001560-7aadc0 REACH dynamic 3
 fe80::213:c4ff:fedd:14b0                0013c4-dd14b0 REACH dynamic 1

HP Switch(config)# show ipv6 neighbor vlan 10

 IPv6 ND Cache Entries

 IPv6 Address                          MAC Address   State Age           Port
 ------------------------------------- ------------- ----- ------------- ----
 2001:db8:260:212::101                 0013c4-dd14b0 STALE 5h:13m:44s    1
 2001:db8:260:214::1:15                001279-88a100 REACH 11h:15m:23s   17
 fe80:1a3::1:1                         001279-88a100 REACH 9h:35m:11s    12
 fe80:::10:27                          001560-7aadc0 REACH 22h:26m:12s   3
 fe80::213:c4ff:fedd:14b0              0013c4-dd14b0 REACH 23 0h:32m:36s 1
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Figure 2-3. Example of Clearing the IPv6 Neighbors Cache

IPv6 Telnet Operation

This section describes Telnet operation for IPv6 on the switch. For IPv4 Telnet
operation, refer to the Management and Configuration Guide for your
switch.

Outbound Telnet to Another Device

Syntax:  clear ipv6 neighbors 

Executed at the global config level, this command removes all

non-local IPv6 neighbor addresses and corresponding MAC

addresses from the neighbor cache. (Local IPv6 addresses, that

is, IPv6 addresses configured on the VLAN interface for the

switch on which the command is executed, are not removed.)

Removed addresses are listed in the command output.

HP Switch(config)# clear ipv6 neighbors
HP Switch(config)# show ipv6 neighbors

HP Switch# show ipv6 neighbors

 IPv6 ND Cache Entries

 IPv6 Address                            MAC Address   State Type    Port
 --------------------------------------- ------------- ----- ------- ----
 fe80::213:c4ff:fedd:14b0                000000-000000 INCMP dynamic

For an active-route next-hop, the MAC address and 
source port data is removed, and the State is set to 
“Incomplete” until the route is refreshed in the 
neighbor cache.

Syntax:  telnet < link-local-addr >%vlan< vid > [oobm]
telnet < global-unicast-addr > [oobm]
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For example, to Telnet to another IPv6 device having a link-local address of
fe80::215:60ff:fe79:8980 and on the same VLAN interface (VLAN 10), you
would use the following command:

Switch(config)# telnet fe80::215:60ff:fe79:980%vlan10

If the switch is receiving router advertisements from an IPv6 default gateway
router, you can Telnet to a device on the same VLAN or another VLAN or
subnet by using its global unicast address. For example, to Telnet to a device
having an IPv6 global unicast address of 2001:db8::215:60ff:fe79:980, you
would enter the following command:

Switch(config)# telnet 2001:db8::215:60ff:fe79:980

Outbound Telnet establishes a Telnet session from the switch

CLI to another IPv6 device, and includes these options.

• Telnet for Link-Local Addresses on the same VLAN requires

the link-local address and and interface scope:

< link-local-addr  >: Specifies the link-local IPv6 address of
the destination device.

%vlan< vid >: Suffix specifying the interface on which the
destination device is located. No spaces are allowed in the
suffix.

• Telnet for Global Unicast Addresses requires a global unicast

address for the destination. Also, the switch must be

receiving router advertisements from an IPv6 gateway

router.

< global-unicast-addr >: Specifies the global IPv6 address of

the destination device.

For switches that have a separate out-of-band management

port, the oobm parameter specifies that the Telnet traffic will

go out from the out-of-band management interface. If this

parameter is not specified, the Telnet traffic goes out from the

data interface. The oobm parameter is not available on

switches that do not have a separate out-of-band management

port. Refer to Appendix I, “Network Out-of-Band Management”

in the Management and Configuration Guide for more

information on out-of-band management.
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Viewing the Current Telnet Activity on a Switch

For example, the following figure shows that the switch is running one
outbound, IPv4 session and is being accessed by two inbound sessions.

Figure 2-4. Example of Show Telnet Output with Three Sessions Active

Syntax:  show telnet 

This command shows the active incoming and outgoing telnet
sessions on the switch (for both IPv4 and IPv6). Command
output includes the following:

Session: The session number. The switch allows one outbound
session and up to five inbound sessions.

Privilege: Manager or Operator.

From: Console (for outbound sessions) or the source IP address
of the inbound session.

To: The destination of the outbound session, if in use.

HP Switch# show telnet
 Telnet Activity
 --------------------------------------------------------
 Session  :     1
 Privilege: Manager
 From     : Console
 To       : 10.0.10.140
 --------------------------------------------------------
 Session  :     2
 Privilege: Manager
 From     : 2620:0:260:212::2:219
 To       :
 --------------------------------------------------------
 Session  : **  3
 Privilege: Manager
 From     : fe80::2:101
 To       :

The ** in the “Session: indicates the 
session through which show telnet was 
run.
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Enabling or Disabling Inbound Telnet Access

For example, to disable IPv4 and IPv6 Telnet access to the switch, you would
use this command:

Switch(config)# no telnet-server

Viewing the Current Inbound Telnet Configuration

Figure 2-5. Show Console Output Showing Default Console Configuration

Syntax:  [ no ] telnet-server [listen <oobm | data | both>]

This command is used at the global config level to enable (the
default) or disable all (IPv4 and IPv6) inbound Telnet access
to the switch.

The no form of the command disables inbound telnet.

The listen parameter is available only on switches that have a

separate out-of-band management port. Values for this param-

eter are:

■ oobm — inbound Telnet access is enabled only on the out-
of-band management port.

■ data — inbound Telnet access is enabled only on the data
ports.

■ both — inbound Telnet access is enabled on both the out-of-
band management port and on the data ports. This is the
default value.

Refer to Appendix I, “Network Out-of-Band Management” in

the Management and Configuration Guide for more informa-

tion on out-of-band management.

The listen parameter is not available on switches that do not
have a separate out-of-band management port.

Syntax:.  show console

Shows the current configuration of IPv4 and IPv6 inbound
telnet permissions, as well as other information. For both pro-
tocols, the default setting allows inbound sessions.

HP Switch(config)# show console
 Console/Serial Link
  Inbound Telnet Enabled [Yes] : Yes
  Web Agent Enabled [Yes] : Yes
. . . 

Inbound Telnet Setting for 
IPv4 and IPv6 Telnet
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SNTP and Timep

Configuring (Enabling or Disabling) the SNTP Mode

The software enables configuration of a global unicast address for IPv6 SNTP
time server.

This section lists the SNTP and related commands, including an example of
using an IPv6 address. For the details of configuring SNTP on the switch, refer
to the chapter titled “Time Protocols” in the Management and Configuration

Guide for your switch.

The following commands are available at the global config level for SNTP
operation.

Commands Affecting SNTP Function

show sntp Display the current SNTP configuration.

timesync < sntp | timep > Enable either SNTP or Timep as the time 
synchronization method on the switch without 
affecting the configuration of either.

[no] timesync Enable time synchronization. (Requires a timesync 
method to also be enabled.) The no version disable 
time synchronization without affecting the 
configuration of the current time synchronization 
method.)

[no]sntp Enables SNTP with the current SNTP configuration. 
The no version disables SNTP without changing the 
current SNTP configuration.

sntp < unicast | broadcast > Configures the SNTP mode. (Default: Broadcast)

sntp < 30 - 720 > Changes the interval between time requests. 
(Default: 720 seconds)
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Configuring an IPv6 Address for an SNTP Server

N o t e To use a global unicast IPv6 address to configure an IPv6 SNTP time server
on the switch, the switch must be receiving advertisements from an IPv6
router on a VLAN configured on the switch.

To use a link-local IPv6 address to configure an IPv6 SNTP time server on the
switch, it is necessary to append %vlan followed immediately (without spaces)
by the VLAN ID of the VLAN on which the server address is available. (The
VLAN must be configured on the switch.) For example:

fe80::11:215%vlan10

Syntax:.  [no ] sntp server priority < 1 - 3 > < link-local-addr >%vlan< vid >[oobm]
  [1 - 7] [no ] sntp server priority < 1 - 3 > < global-unicast-addr >[oobm]  [1 - 7]

Configures an IPv6 address for an SNTP server.

server priority < 1 - 3 >: Specifies the priority of the server ad-

dressing being configured. When the SNTP mode is set to uni-

cast and more than one server is configured, this value

determines the order in which the configured servers will be

accessed for a time value. The switch polls multiple servers in

order until a response is received or all servers on the list have

been tried without success. Up to three server addresses (IPv6

and/or IPv4) can be configured.

< link-local-addr >: Specifies the link-local IPv6 address of the
destination device.

%vlan< vid >: Suffix specifying the interface on which the des-
tination device is located. No spaces are allowed in the suffix.

< global-unicast-addr >: Specifies the global IPv6 address of the

destination device.

[oobm]: For switches that have a separate out-of-band

management port, oobm specifies that SNTP traffic goes

through that port. (By default, SNTP traffic goes through the

data ports.)

[ 1 - 7 ]: This optional setting specifies the SNTP server version

expected for the specified server. (Default: 3)
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For example, to configure link-local and global unicast SNTP server addresses
of:

■ fe80::215:60ff:fe7a:adc0 (on VLAN 10, configured on the switch)

■ 2001:db8::215:60ff:fe79:8980

as the priority “1” and “2” SNTP servers, respectively, using version 7, you
would enter these commands at the global config level, as shown below.

Switch(config)# sntp server priority 1 
fe80::215:60ff:fe7a:adc0%vlan10 7  

Switch(config)# sntp server priority 2 
2001:db8::215:60ff:fe79:8980 7 

N o t e In the preceding example, using a link-local address requires that you specify
the local scope for the address; VLAN 10 in this case. This is always indicated
by %vlan followed immediately (without spaces) by the VLAN identifier.

Syntax:.  show sntp

Displays the current SNTP configuration, including the

following:

Time Sync Mode: Indicates whether timesync is disabled or set

to either SNTP or Timep. (Default: timep)

SNTP Mode: Indicates whether SNTP uses the broadcast or

unicast method of contacting a time server. The broadcast

option does not require you to configure a time server address.

The unicast option does require configuration of a time server

address.

Poll Interval: Indicates the interval between consecutive time

requests to an SNTP server.

Priority: Indicates the configured priority for the corresponding

SNTP server address.

SNTP Server Address: Lists the currently configured SNTP

server addresses.

Protocol Version: Lists the SNTP server protocol version to

expect from the server at the corresponding address.



2-11

IPv6 Management Features
SNTP and Timep

For example, the show sntp output for the preceding sntp server command
example would appear as follows:

Figure 2-6. Example of Show SNTP Output with Both an IPv6 and an IPv4 Server Address Configured

Note that the show management command can also be used to display SNTP
server information.

Configuring (Enabling or Disabling) the Timep Mode

The software enables configuration of a global unicast address for IPv6 Timep
time server.

This section lists the Timep and related commands, including an example of
using an IPv6 address. For the details of configuring Timep on the switch, refer
to the chapter titled “Time Protocols” in the Management and Configuration

Guide for your switch.

The following commands are available at the global config level for Timep
operation.

HP Switch(config)# show sntp

 SNTP Configuration

  Time Sync Mode: Sntp
  SNTP Mode : Broadcast
  Poll Interval (sec) [720] : 719

  Priority SNTP Server Address                            Protocol Version
  -------- ---------------------------------------------- ----------------
  1        2001:db8::215:60ff:fe79:8980                   7
  2        10.255.5.24                                    3

This example illustrates the 
command output when both 
IPv6 and IPv4 server 
addresses are configured.

Commands Affecting Timep Function

show timep Display the current timep configuration.

timesync < sntp | timep > Enable either SNTP or Timep as the time synchronization method on the 
switch without affecting the configuration of either.

ip timep dhcp [interval 
< 1 - 9999 >]

Enable Timep operation with a Timep server assignment configured from 
an IPv4 or IPv6 DHCP server. Optionally change the interval between time 
requests.

ip timep manual < ipv6-addr > 
[ interval < 1 - 9999 >]

Enable Timep operation with a statically configured IPv6 address for a 
Timep server. Optionally change the interval between time requests.

no ip timep Disables Timep operation. To re-enable Timep, it is necessary to 
reconfigure either the DHCP or the static option.
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N o t e To use a global unicast IPv6 address to configure an IPv6 Timep server on the
switch, the switch must be receiving advertisements from an IPv6 router on
a VLAN configured on the switch.

To use a link-local IPv6 address to configure an IPv6 Timep server on the
switch, it is necessary to append %vlan followed (without spaces) by the VLAN
ID of the VLAN on which the server address is available. The VLAN must be
configured on the switch. For example: fe80::11:215%vlan10

For example, to configure a link-local Timep server address of:

fe80::215:60ff:fe7a:adc0

where the address is on VLAN 10, configured on the switch, you would enter
this command at the global config level, as shown below.

Switch(config)# ip timep manual 
fe80::215:60ff:fe7a:adc0%vlan10

Syntax:.  ip timep dhcp [ interval < 1 - 9999 >]
ip timep manual < ipv6-addr  | ipv4-addr > [ interval < 1 - 9999 >] [oobm]

Used at the global config level to configure a Timep server ad-

dress.

Note: The switch allows one Timep server configuration.

timep dhcp: Configures the switch to obtain the address of a

Timep server from an IPv4 or IPv6 DHCP server.

timep manual: Specifies static configuration of a Timep server

address.

< ipv6-addr >: Specifies the IPv6 address of an SNTP server. Re-

fer to preceding Note.

[ Interval < 1 - 9999 > ]: This optional setting specifies the inter-

val in minutes between Timep requests. (Default: 720)

[oobm]: For switches that have a separate out-of-band manage-

ment port, oobm specifies that Timep traffic goes through that

port. (By default, Timep traffic goes through the data ports.)
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N o t e In the preceding example, using a link-local address requires that you specify
the local scope for the address; VLAN 10 in this case. This is always indicated
by %vlan followed immediately (without spaces) by the VLAN identifier. For
a global unicast address, you would enter the address without the %vlan suffix.

For example, the show timep output for the preceding ip timep manual
command example would appear as follows:

Figure 2-7. Example of Show Timep Output with an IPv6 Server Address Configured

Note that the show management command can also be used to display Timep
server information.

Syntax:.  show timep

Displays the current Timep configuration, including the

following:

Time Sync Mode: Indicates whether timesync is disabled or set

to either SNTP or Timep. (Default: Disabled)

Timep Mode: Indicates whether Timep is configured to use a

DHCP server to acquire a Timep server address or to use a

statically configured Timep server address.

Server Address: Lists the currently configured Timep server

address.

Poll Interval (min) [720]: Indicates the interval between

consecutive time requests to the configured Timep server.

HP Switch(config)# show timep

 Timep Configuration

  Time Sync Mode: Timep
  TimeP Mode [Disabled] : Manual
  Server Address : fe80::215:60ff:fe7a:adc0%vlan10
  Poll Interval (min) [720] : 720
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TFTP File Transfers Over IPv6

TFTP File Transfers over IPv6

You can use TFTP copy commands over IPv6 to upload, or download files to
and from a physically connected device or a remote TFTP server, including:

■ Switch software

■ Software images

■ Switch configurations

■ Diagnostic data (crash data, crash log, and event log)

For more information on how to configure TFTP file transfers between the
switch and a TFTP server or other host device on the network, refer to the
“File Transfers” appendix in the Management and Configuration Guide for
your switch.

To upload and/or download files to the switch using TFTP in an IPv6 network,
you must:

1. Enable TFTP for IPv6 on the switch (see “Enabling TFTP for IPv6” on
page 2-15).

2. Enter a TFTP copy command with the IPv6 address of a TFTP server in
the command syntax (see “Using TFTP to Copy Files over IPv6” on page 2-
16).

3. (Optional) To enable auto-TFTP operation, enter the auto-tftp command
(see “Using Auto-TFTP for IPv6” on page 2-19).
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Enabling TFTP for IPv6

Client and server TFTP for IPv6 is enabled by default on the switch. However,
if it is disabled, you can re-enable it by specifying TFTP client or server
functionality with the tftp <client | server> command. Enter the tftp < client |
server> command at the global configuration level.

U s a g e  N o t e s To disable all TFTP client or server operation on the switch except for the
auto-TFTP feature, enter the no tftp <client | server> command. To re-enable
TFTP client or server operation, re-enter the tftp <client | server> command.
(Entering no tftp without specifying client or server affects only the client
functionality. To disable or re-enable the TFTP server functionality, you must
specify server in the command.)

When TFTP is disabled, instances of TFTP in the CLI copy command and the
Menu interface “Download OS” screen become unavailable.

The [no] tftp <client | server> command does not affect auto-TFTP operation.
For more information, see “Using Auto-TFTP for IPv6” on page 2-19.

Syntax: [no] tftp <client | server  [listen <oobm|data|both>]>

Enables TFTP for IPv4 and IPv6 client or server functionality

so that the switch can:

• Use TFTP client functionality to access IPv4- or IPv6-based

TFTP servers in the network to receive downloaded files.

• Use TFTP server functionality on the switch to be accessed by

other IPv4 or IPv6 hosts requesting to upload files.

• For switches that have a separate out-of-band management

port, the listen parameter in a server configuration allows you

to specify whether transfers take place through the out-of-

band management (oobm) interface, the data interface, or

both. Refer to Appendix I, “Networked Out-of-Band

Management (OOBM)” in this guide for more information

on out-of-band management.

The no form of the command disables the client or server

functionality.

Default: TFTP Client and Server functionality enabled
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Using TFTP to Copy Files over IPv6

Use the TFTP copy commands described in this section to:

■ Download specified files from a TFTP server to a switch on which TFTP
client functionality is enabled.

■ Upload specified files from a switch, on which TFTP server functionality
is enabled, to a TFTP server.

Syntax: copy tftp < target > < ipv6-addr > < filename >  [oobm]

Copies (downloads) a data file from a TFTP server at the

specified IPv6 address to a target file on a switch that is

enabled with TFTP server functionality.

< ipv6-addr >: If this is a link-local address, use this IPv6

address format:

fe80::< device-id >%vlan< vid > 
For example: fe80::123%vlan10

If this is a global unicast address, use this IPv6 format:

< ipv6-addr >

For example: 2001:db8::123

< target > is one of the following values:

■ autorun-cert-file: Copies an autorun trusted certificate to
the switch.

■ autorun-key-file: Copies an autorun key file to the switch.

■ command-file: Copies a file stored on a remote host and
executes the ACL command script on the switch.
Depending on the ACL commands stored in the file, one
of the following actions is performed in the running-config
file on the switch:

• A new ACL is created.

• An existing ACL is replaced.

• match, permit, or deny statements are added to an

existing ACL.

For more information on ACLs, refer to “Creating an

ACL Offline” in the Access Control Lists (ACLs) chapter

in the Access Security Guide.

■ config < filename >: Copies the contents of a file on a

remote host to a configuration file on the switch.
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■ flash < primary | secondary >: Copies a software file stored

on a remote host to primary or secondary flash memory

on the switch. To run a newly downloaded software

image, enter the reload or boot system flash command.

■ pub-key-file: Copies a public-key file to the switch.

■ startup-config: Copies a configuration file on a remote

host to the startup configuration file on the switch.

oobm: For switches that have a separate out-of-band manage-

ment port, specifies that the transfer will be through the out-

of-band management interface. (Default is transfer through

the data interface.)
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.

Syntax: copy <source > tftp < ipv6-addr > < filename > < pc | unix > [oobm]

Copies (uploads) a source data file on a switch that is

enabled with TFTP server functionality to a file on the TFTP

server at the specified IPv6 address, where <source> is one

of the following values:

■ command-output < cli-command >: Copies the output of a

CLI command to the specified file on a remote host.

■ config < filename >: Copies the specified configuration file

to a remote file on a TFTP server.

■ crash-data < slot-id | master  >: Copies the contents of the

crash data file to the specified file path on a remote host.

The crash data is software-specific and used to deter-

mine the cause of a system crash. You can copy crash

information from an individual slot or from the master

crash file on the switch.

■ crash-log < slot-id | master >: Copies the contents of the

crash log to the specified file path on a remote host. The

crash log contains processor-specific operational data

that is used to determine the cause of a system crash.

You can copy the contents of the crash log from an

individual slot or from the master crash log on the

switch.

■ event-log: Copies the contents of the Event Log on the

switch to the specified file path on a remote host.

■ flash < primary | secondary >: Copies the software file used

as the primary or secondary flash image on the switch

to a file on a remote host.

■ startup-config: Copies the startup configuration file in

flash memory to a remote file on a TFTP server.

■ running-config: Copies the running configuration file to

a remote file on a TFTP server.
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Using Auto-TFTP for IPv6

At switch startup, the auto-TFTP for IPv6 feature automatically downloads a
software image to the switch from a specified TFTP server, then reboots the
switch. To implement the process the switch must first reboot using one of
the following methods:

■ enter the boot system flash primary command in the CLI

■ with the default flash boot image set to primary flash (the default), enter
the boot or the reload command, or cycle the power to the switch. (To
reset the boot image to primary flash, use boot set-default flash primary.)

< ipv6-addr >: If this is a link-local address, use this IPv6

address format:

fe80::< device-id >%vlan< vid > 
For example: fe80::123%vlan10

If this is a global unicast address, use this IPv6 format:

< ipv6-addr >

For example: 2001:db8::123

oobm: For switches that have a separate out-of-band manage-

ment port, specifies that the transfer will be through the out-

of-band management interface. (Default is transfer through

the data interface.)
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Syntax: auto-tftp <ipv6-addr > <filename >

Configures the switch to automatically download the

specified software file from the TFTP server at the specified

IPv6 address. The file is downloaded into primary flash

memory at switch startup. The switch then automatically

reboots from primary flash.

Notes: To enable auto-TFTP to copy a software image to

primary flash memory, the version number of the down-

loaded software file (for example,S_14_01.swi) must be

different from the version number currently in the

primary flash image.

The current TFTP client status (enabled or disabled)

does not affect auto-TFTP operation. (Refer to “Enabling

TFTP for IPv6” on page 2-15.)

Completion of the auto-TFTP process may require

several minutes while the switch executes the TFTP

transfer to primary flash, and then reboots again.

The no form of the command disables auto-TFTP operation
by deleting the auto-tftp entry from the startup configuration.

The no auto-tftp command does not affect the current TFTP-

enabled configuration on the switch. However, entering the

ip ssh filetransfer command automatically disables both auto-
tftp and tftp operation.
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SNMP Management for IPv6

As with SNMP for IPv4, you can manage a switch via SNMP from an IPv6-
based network management station by using an application such as E-PCM or
E-PCM+. For more go to the HP web site at www.hp.com/Networking/support.)

SNMP Features Supported

The same SNMP for IPv4 features are supported over IPv6:

■ access to a switch using SNMP version 1, version 2c, or version 3

■ enhanced security with the configuration of SNMP communities and
SNMPv3 user-specific authentication password and privacy (encryption)
settings

■ SNMP notifications, including:

• SNMP version 1 or SNMP version 2c traps

• SNMPv2c informs

• SNMPv3 notification process, including traps

■ Advanced RMON (Remote Monitoring) management

■ E-PCM or E-PCM+ management applications

■ Flow sampling using sFlow

■ Standard MIBs, such as the Bridge MIB (RFC 1493) and the Ethernet MAU
MIB (RFC 1515)

SNMP Configuration Commands Supported

IPv6 addressing is supported in the following SNMP configuration commands:
For more information on each SNMP configuration procedure, refer to the
“Configuring for Network Management Applications” chapter in the current
Management and Configuration Guide for your switch.

SNMPv1 and V2c

Syntax:.  snmp-server host < ipv4-addr | ipv6-addr > < community-name > 
[none | all | non-info | critical | debug] [inform [retries < count >] 
[timeout < interval >]]
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SNMPv3

N o t e IPv6 is not supported in the configuration of an interface IPv6 address as the
default source IP address used in the IP headers of SNMP notifications (traps
and informs) or responses sent to SNMP requests. Only IPv4 addresses are
supported in the following configuration commands:

snmp-server trap-source < ipv4-addr | loopback < 0-7 >>

snmp-server response-source [dst-ip-of-request | ipv4-addr | loopback < 0-7 >]

IPv6 addresses are supported in SNMP show command output as shown in
Figure 2-8 and Figure 2-9.

Executed at the global config level to configure an SNMP trap

receiver to receive SNMPv1 and SNMPv2c traps, SNMPv2c

informs, and (optionally) event log messages

snmp-server listen <oobm|data|both>

For switches with a separate out-of-band management port,

specifies whether the switch listens for SNMP traps on the out-

of-band management interface, the data interface, or both.

Syntax:  snmpv3 targetaddress < name > params < parms_name > 
<ipv4-addr | ipv6-addr> 
[addr-mask < ip4-addr >]  
[filter < none | debug | all | not-info | critical>]
[max-msg-size < 484-65535 >]
[port-mask < tcp-udp port  >]
[retries < 0 - 255 >]
[taglist <tag_name> ]
[timeout < 0 - 2147483647 >] 
[udp-port port-number] 

Executed at the global config level to configure an SNMPv3

management station to which notifications (traps and informs)

are sent.
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The show snmp-server command displays the current SNMP policy
configuration, including SNMP communities, network security notifications,
link-change traps, trap receivers (including the IPv4 or IPv6 address) that can
receive SNMPv1 and SNMPv2c traps, and the source IP (interface) address
used in IP headers when sending SNMP notifications (traps and informs) or
responses to SNMP requests.

Figure 2-8.  “show snmp-server” Command Output with IPv6 Address

HP Switch(config)# show snmp-server

 SNMP Communities
 
  Community Name       MIB View Write Access
  -------------------- -------- ------------
  public               Manager  Unrestricted
  marker               Manager  Unrestricted
 
 Trap Receivers
 
  Link-Change Traps Enabled on Ports [All] : All
 
  Traps Category                  Current Status 
  ----------------------------    ---------------
  SNMP Authentication           : Extended 
  Password change               : Enabled 
  Login failures                : Enabled 
  Port-Security                 : Enabled 
  Authorization Server Contact  : Enabled 
  
  Address                Community              Events   Type   Retry   Timeout
  ---------------------- ---------------------- -------- ------ ------- -------
  15.29.17.218           public                 All      trap   3       15     
  15.29.17.219           public                 Critical trap   3       15     
  2620:0000:0260:0211
    :0217:a4ff:feff:1f70 marker                 Critical trap   3       15     
 
 
 Excluded MIBs
 

 Snmp Response Pdu Source-IP Information
 
  Selection Policy   : rfc1517             
 
 Trap Pdu Source-IP Information
 
  Selection Policy   : rfc1517             

SNMPv2c Inform 
configuration 

An IPv6 address is 
displayed on two lines.
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The show snmpv3 targetaddress command displays the configuration (including
the IPv4 or IPv6 address) of the SNMPv3 management stations to which
notification messages are sent.

Figure 2-9.  “show snmpv3 targetaddress” Command Output with IPv6 Address

IP Preserve for IPv6

IPv6 supports the IP Preserve feature, which allows you to copy a configura-
tion file from a TFTP server to multiple switches without overwriting the IPv6
address and subnet mask on VLAN 1 (default VLAN) in each switch, and the
Gateway IPv6 address assigned to the switch.

To configure IP Preserve, enter the ip preserve statement at the end of the
configuration file that will be downloaded from a TFTP server. (Note that you
do not invoke IP Preserve by entering a command from the CLI).

Figure 2-10.  Example of How to Enter IP Preserve in a Configuration File

HP Switch(config)# show snmpv3 targetaddress

 snmpTargetAddrTable [rfc2573]
 
  Target Name               IP Address             Parameter                  
  ------------------------- ---------------------- ---------------------------
  1                         10.29.17.218           1                       
  2                         10.29.17.219           2                       
  PP.217                    10.29.17.217           marker_p                
  PP.218                    2620:0:260:211
                              :217:a4ff:feff:1f70  marker_p                

An IPv6 address is 
displayed on two lines.

; J9138A Configuration Editor; Created on release #S.15.06.0006
; Ver #01:05:04
hostname "Switch"
time daylight-time-rule None

   *
   *
   *
   *
password manager
password operator

Entering an ip preserve statement as the last line in a 
configuration file stored on a TFTP server allows you to download 
and execute the file as the startup-config file on an IPv6 switch. 
When the switch reboots, the configuration settings in the 
downloaded file are implemented without changing the IPv6 
address and gateway assigned to the switch as shown in Figure 
2-11.
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To download an IP Preserve configuration file to an IPv6-based switch, enter
the TFTP copy command as described in “TFTP File Transfers over IPv6” on
page 2-14 to copy the file as the new startup-config file on a switch.

When you download an IP Preserve configuration file, the following rules
apply:

■ If the switch’s current IPv6 address for VLAN 1 was statically configured
and not dynamically assigned by a DHCP/Bootp server, the switch reboots
and retains its current IPv6 address, subnet mask, and gateway address.
All other configuration settings in the downloaded configuration file are
applied.

■ If the switch’s current IPv6 address for VLAN 1 was assigned from a DHCP
server and not statically configured, IP Preserve is suspended. The IPv6
addressing specified in the downloaded configuration file is implemented
when the switch copies the file and reboots.

• If the downloaded file specifies DHCP/Bootp as the source for the
IPv6 address of VLAN 1, the switch uses the IPv6 address assigned by
the DHCP/Bootp server.

• If the file specifies a dedicated IPv6 address and subnet mask for
VLAN 1 and a Gateway IPv6 address, the switch implements these
settings in the startup-config file.

To verify how IP Preserve was implemented in a switch, after the switch
reboots, enter the show run command. Figure 2-11 shows an example in which
all configurations settings have been copied into the startup-config file except
for the IPv6 address of VLAN 1 (2001:db8::214:c2ff:fe4c:e480) and the default
IPv6 gateway (2001:db8:0:7::5), which were retained.

Note that if a switch received its IPv6 address from a DHCP server, the “ip
address” field under “vlan 1” would display: dhcp-bootp.



2-26

IPv6 Management Features
IP Preserve for IPv6

Figure 2-11. Configuration File with Dedicated IP Addressing After Startup with IP Preserve

For more information on how to use the IP Preserve feature, refer to the
“Configuring IP Addressing” chapter in the current Management and Config-

uration Guide for your switch.

HP Switch(config)# show run

Running configuration:

; J9138A Configuration Editor; Created on release #S.15.XX
; Ver #01:05:04

hostname "HP Switch"
ip default-gateway 2001:db8:0:7::5
snmp-server community "public" Unrestricted
vlan 1
   name "DEFAULT_VLAN"
   untagged 1-10,13-24,1-24
   ip address 2001:db8::214:c2ff:fe4c:e480
   exit
spanning-tree Trk1 priority 4
password manager

Because the switch’s IPv6 address and 
default gateway were statically configured 
(not assigned by a DHCP server), when the 
switch boots up with the IP Preserve startup 
configuration file (see Figure 2-10), its current 
IPv6 address, subnet mask, and default 
gateway are not changed. 

If a switch’s current IP address was acquired 
from a DHCP/Bootp server, the IP Preserve 
statement is ignored and the IP addresses in 
the downloaded configuration file are 
implemented.
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IPv6 Management Security Features
This chapter describes management security features that are IPv6 counter-
parts of IPv4 management security features on the switches covered by this
guide.

This chapter describes the following IPv6-enabled management security
features:

■ Authorized IP Managers for IPv6

■ Secure Shell for IPv6

■ Secure Copy and Secure FTP for IPv6

Authorized IP Managers for IPv6

The Authorized IP Managers feature uses IP addresses and masks to deter-
mine which stations (PCs or workstations) can access the switch through the
network. This feature supports switch access through:

■ Telnet and other terminal emulation applications

■ Web browser interface

■ SNMP (with a correct community name)

As with the configuration of IPv4 management stations, the Authorized IP
Managers for IPv6 feature allows you to specify the IPv6-based stations that
can access the switch.

Usage Notes

■ Up to ten authorized IPv4 and IPv6 manager addresses can be configured
on a switch, where each address applies to either a single management
station or a group of stations. Each authorized manager address consists
of an IPv4 or IPv6 address and a mask that determines the individual
management stations that are allowed access.

Feature Default CLI

configure authorized IP managers for IPv6 disabled 3-3

configuring secure shell for IPv6 disabled 3-12

enabling secure copy and secure FTP for IPv6 disabled 3-17
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• You configure authorized IPv4 manager addresses using the ip autho-
rized-managers command. For more information, refer to the “Using
Authorized IP Managers” chapter in the Access Security Guide.

• You configure authorized IPv6 manager addresses using the ipv6 
authorized-managers command. For more information, see “Configur-
ing Authorized IP Managers for Switch Access” on page 3-3.

■ You can block all IPv4-based or all IPv6-based management stations from
accessing the switch by entering the following commands:

• To block access to all IPv4 manager addresses while allowing access
to IPv6 manager addresses, enter the ip authorized-managers 0.0.0.0
command.

• To block access to all IPv6 manager addresses while allowing access
to IPv4 manager addresses, enter the ipv6 authorized-managers :: com-
mand. (The double colon represents an IPv6 address that consists of
all zero’s: 0:0:0:0:0:0:0:0.)

■ You configure each authorized manager address with Manager or Opera-
tor-level privilege to access the switch in a Telnet, SNMPv1, or SNMPv2c
session. (Access privilege for SSH, SNMPv3, and web browser sessions
are configured through the access application, not through the Authorized
IP Managers feature.)

• Manager privilege allows full access to all web browser and console
interface screens for viewing, configuration, and all other operations
available in these interfaces.

• Operator privilege allows read-only access from the web browser and
console interfaces.

■ When you configure station access to the switch using the Authorized IP
Managers feature, the settings take precedence over the access config-
ured with local passwords, TACACS+ servers, RADIUS-assigned settings,
port-based (802.1X) authentication, and port security settings.

As a result, the IPv6 address of a networked management device must be
configured with the Authorized IP Managers feature before the switch can
authenticate the device using the configured settings from other access
security features. If the Authorized IP Managers feature disallows access
to the device, then access is denied. Therefore, with authorized IP man-
agers configured, logging in with the correct passwords is not sufficient
to access a switch through the network unless the station requesting
access is also authorized in the switch’s Authorized IP Managers config-
uration.
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Configuring Authorized IP Managers for Switch Access

To configure one or more IPv6-based management stations to access the
switch using the Authorized IP Managers feature, enter the ipv6 authorized-
managers command

Using a Mask to Configure Authorized Management
Stations

The ipv6-mask parameter controls how the switch uses an IPv6 address to
determine the IPv6 addresses of authorized manager stations on your net-
work. For example, you can specify a mask that authorizes:

■ Single station access

■ Multiple station access

N o t e Mask configuration is a method for determining the valid IPv6 addresses that
are authorized for management access to the switch. In the Authorized IP
Managers feature, the mask serves a different purpose than an IPv6 subnet
mask and is applied in a different manner.

Configuring Single Station Access

To authorize only one IPv6-based station for access to the switch, enter the
IPv6 address of the station and set the mask to
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.

Syntax: [no] ipv6 authorized-managers <ipv6-addr> [ipv6-mask] [access <operator 
| manager>]

Configures one or more authorized IPv6 addresses to access

the switch, where:

ipv6-mask specifies the mask that is applied to an IPv6 address

to determine authorized stations. For more information, see

“Using a Mask to Configure Authorized Management Stations”

on page 3-3. Default: FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.

access <operator | manager> specifies the level of access privilege

granted to authorized stations and applies only to Telnet,

SNMPv1, and SNMPv2c access. Default: Manager.
Note:  The Authorized IP Manager feature does not support the

configuration of access privileges on authorized stations that

use an SSH, SNMPv3, or the web browser session to access the

switch. For these sessions, access privilege is configured with

the access application.
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N o t e s If you do not enter a value for the ipv6-mask parameter when you configure an
authorized IPv6 address, the switch automatically uses
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF as the default mask (see “Configuring
Authorized IP Managers for Switch Access” on page 3-3).

If you have ten or fewer management and/or operator stations for which you
want to authorize access to the switch, it may be more efficient to configure
them by entering each IPv6 address with the default mask in a separate ipv6 
authorized-managers command.

When used in a mask, “FFFF” specifies that each bit in the corresponding 16-
bit (hexadecimal) block of an authorized station’s IPv6 address must be
identical to the same “on” or “off” setting in the IPv6 address entered in the
ipv6 authorized-managers command. (The binary equivalent of FFFF is
1111 1111 1111 1111, where 1 requires the same “on” or “off” setting in an
authorized address.)

For example, as shown in Figure 3-1, if you configure a link-local IPv6 address
of FE80::202:B3FF:FE1E:8329 with a mask of
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF, only a station having an IPv6 address of
FE80::202:B3FF:FE1E:8329 has management access to the switch.

Figure 3-1. Mask for Configuring a Single Authorized IPv6 Manager Station

Configuring Multiple Station Access

To authorize multiple stations to access the switch without having to re-enter
the ipv6 authorized-managers command for each station, carefully select the
IPv6 address of an authorized IPv6 manager and an associated mask to
authorize a range of IPv6 addresses.

As shown in Figure 3-2, if a bit in any of the 4-bit binary representations of a
hexadecimal value in a mask is “on” (set to 1), then the corresponding bit in
the IPv6 address of an authorized station must match the “on” or “off’ setting
of the same bit in the IPv6 address you enter with the ipv6 authorized-managers 
command.

1st 
Block

2nd 
Block

3rd 
Block

4th 
Block

5th 
Block

6th 
Block

7th 
Block

8th 
Block

Manager- or Operator-Level Access

IPv6 Mask FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF The “FFFF” in each hexadecimal block 
of the mask specifies that only the exact 
value of each bit in the corresponding 
block of the IPv6 address is allowed. 
This mask allows management access 
only to a station having an IPv6 address 
of FE80::202:B3FF:FE1E:8329.

IPv6 Address FE80 0000 0000 0000 202 B3FF FE1E 8329
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Conversely, in a mask, a “0” binary bit means that either the “on” or “off” setting
of the corresponding IPv6 bit in an authorized address is valid and does not
have to match the setting of the same bit in the specified IPv6 address.

Figure 3-2 shows the binary expressions represented by individual hexadeci-
mal values in an ipv6-mask parameter.

Figure 3-2. Hexadecimal Mask Values and Binary Equivalents

Hexadecimal Value in an IPv6 Mask Binary Equivalent

0 0000

1 0001

2 0010

3 0011

4 0100

5 0101

6 0110

7 0111

8 1000

9 1001

A 1010

B 1011

C 1100

D 1101

E 1110

F 1111
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Example. Figure 3-3 shows an example in which a mask that authorizes
switch access to four management stations is applied to the IPv6 address:
2001:DB8:0000:0000:244:17FF:FEB6:D37D. The mask is: 
FFFF:FFFF:FFFF:FFF8:FFFF:FFFF:FFFF:FFFC.
 

Figure 3-3. Example: Mask for Configuring Four Authorized IPv6 Manager Stations 

Figure 3-4. Example: How a Mask Determines Four Authorized IPv6 Manager Addresses

As shown in Figure 3-4, if you use a mask of
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFC with an IPv6 address, you can authorize
four IPv6-based stations to access the switch. In this mask, all bits except the
last two are set to 1 (“on”); the binary equivalent of hexadecimal C is 1100.

Therefore, this mask requires the first corresponding 126 bits in an authorized
IPv6 address to be the same as in the specified IPv6 address:
2001:DB8:0000:0000:244:17FF:FEB6:D37C. However, the last two bits are set

1st 
Block

2nd 
Block

3rd 
Block

4th 
Block

5th 
Block

6th 
Block

7th 
Block

8th 
Block

Manager- or Operator-Level Access

IPv6 Mask FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFC The “F” value in the first 124 bits of the 
mask specifies that only the exact value 
of each corresponding bit in an 
authorized IPv6 address is allowed. 
However, the “C” value in the last four 
bits of the mask allows four possible 
combinations (D37C, D37D, D37E, and 
D37F) in the last block of an authorized 
IPv6 address. 

IPv6 Address 2001 DB8 0000 0000 244 17FF FEB6 D37D

Last block in Mask: FFFC
Last block in IPv6 Address: D37D

Bit Numbers Bit
 15

Bit
 14

Bit
 13

Bit
 12

Bit
 11

Bit 
10

Bit
 9

Bit
 8

Bit
 7

Bit
 6

Bit
5

Bit
 4

Bit
 3

Bit
 2

Bit
 1

Bit
 0

Bit Value  F F    F  C 

FFFC: Last Block 
in Mask 

D37D: Last Block 
in IPv6 Address

Bit Setting: = 1 (On) = 0 (Off)
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to 0 (“off”) and allow the corresponding bits in an authorized IPv6 address to
be either “on” or “off”. As a result, only the four IPv6 addresses shown in Figure
3-5 are allowed access.
 

Figure 3-5. Example: How Hexadecimal C in a Mask Authorizes Four IPv6 Manager Addresses 

Example. Figure 3-6 shows an example in which a mask is applied to the
IPv6 address: 2001:DB8:0000:0000:244:17FF:FEB6:D37D/64. The specified mask 
FFFF:FFFF:FFFF:FFF8:FFFF:FFFF:FFFF:FFFF configures eight management stations as
authorized IP manager stations.

Note that, in this example, the IPv6 mask is applied as follows:

■ Eight management stations in different subnets are authorized by the
value of the fourth block (FFF8) in the 64-bit prefix ID (FFFF:FFFF:FFFF:FFF8)
of the mask. (The fourth block of the prefix ID is often used to define
subnets in an IPv6 network.)

The binary equivalent of FFF8 that is used to specify valid subnet IDs in the
IPv6 addresses of authorized stations is: 1111 1111 1111 1000.

The three “off” bits (1000) in the last part of the this block (FFF8) of the
mask allow for eight possible authorized IPv6 stations:
2001:DB8:0000:0000:244:17FF:FEB6:D37D
2001:DB8:0000:0001:244:17FF:FEB6:D37D
2001:DB8:0000:0002:244:17FF:FEB6:D37D
2001:DB8:0000:0003:244:17FF:FEB6:D37D
2001:DB8:0000:0004:244:17FF:FEB6:D37D
2001:DB8:0000:0005:244:17FF:FEB6:D37D
2001:DB8:0000:0006:244:17FF:FEB6:D37D
2001:DB8:0000:0007:244:17FF:FEB6:D37D

■ Each authorized station has the same 64-bit device ID (244:17FF:FEB6:D37D)
because the value of the last four blocks in the mask is FFFF (binary value
1111 1111).

1st 
Block

2nd 
Block

3rd 
Block

4th 
Block

5th 
Block

6th 
Block

7th 
Block

8th 
Block

IPv6 Mask FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFC

IPv6 Address Entered with the “ipv6 
authorized-managers” Command

2001 DB8 0000 0000 244 17FF FEB6 D37D

Other Authorized IPv6 Addresses 2001 DB8 0000 0000 244 17FF FEB6 D37C

2001 DB8 0000 0000 244 17FF FEB6 D37E

2001 DB8 0000 0000 244 17FF FEB6 D37F
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FFFF requires all bits in each corresponding block of an authorized IPv6
address to have the same “on” or “off” setting as the device ID in the
specified IPv6 address. In this case, each bit in the device ID (last four
blocks) in an authorized IPv6 address is fixed and can be only one value:
244:17FF:FEB6:D37D.

Figure 3-6.  Example: Mask for Configuring Authorized IPv6 Manager Stations in Different Subnets

Figure 3-7. Example: How a Mask Determines Authorized IPv6 Manager Addresses by Subnet

1st 
Block

2nd 
Block

3rd 
Block

4th 
Block

5th 
Block

6th 
Block

7th 
Block

8th 
Block

Manager- or Operator-Level Access

IPv6 Mask FFFF FFFF FFFF FFF8 FFFF FFFF FFFF FFFF In this example, the IPv6 mask allows up 
to four stations in different subnets to 
access the switch. This authorized IP 
manager configuration is useful if only 
management stations are specified by 
the authorized IPv6 addresses. Refer to 
Figure 3-4 for how the bitmap of the IPv6 
mask determines authorized IP manager 
stations.

Authorized 
IPv6 Address

2001 DB8 0000 0000 244 17FF FEB6 D37D

Fourth Block in Mask: FFF8
Fourth Block in Prefix ID of IPv6 Address: 0000

Bit Numbers Bit
 15

Bit
 14

Bit
 13

Bit
 12

Bit
 11

Bit 
10

Bit
 9

Bit
 8

Bit
 7

Bit
 6

Bit
5

Bit
 4

Bit
 3

Bit
 2

Bit
 1

Bit
 0

Bit Value  F F    F  8 

FFF8: Fourth Block 
in Mask 

0000: Fourth Block 
in IPv6 Address

Bit Setting: = 1 (On) = 0 (Off)
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Figure 3-7 shows the bits in the fourth block of the mask that determine the
valid subnets in which authorized stations with an IPv6 device ID of
244:17FF:FEB6:D37D reside.

FFF8 in the fourth block of the mask means that bits 3 - 15 of the block are fixed
and, in an authorized IPv6 address, must correspond to the “on” and “off”
settings shown for the binary equivalent 0000 in the fourth block of the IPv6
address. Conversely, bits 0 - 2 are variable and, in an authorized IPv6 address,
may be either “on” (1) or “off” (0).

As a result, assuming that the seventh and eighth bytes (fourth hexadecimal
block) of an IPv6 address are used as the subnet ID, only the following binary
expressions and hexadecimal subnet IDs are supported in this authorized IPv6
manager configuration:

Figure 3-8. Binary Equivalents of Authorized Subnet IDs (in Hexadecimal)

Authorized Subnet ID in Fourth 
Hexadecimal Block of IPv6 Address Binary Equivalent

0000 0000 0000

0001 0000 0001

0002 0000 0010

0003 0000 0011

0004 0000 0100

0005 0000 0101

0006 0000 0110

0007 0000 0111
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Displaying an Authorized IP Managers Configuration

Use the show ipv6 authorized-managers command to list the IPv6 stations
authorized to access the switch; for example:

Figure 3-9. Example of “show ipv6 authorized-managers” Output

By analyzing the masks displayed in Figure 3-9, the following IPv6 stations are
granted access:

Figure 3-10. How Masks Determine Authorized IPv6 Manager Addresses 

Additional Examples of Authorized IPv6 Managers
Configuration

Authorizing Manager Access. The following IPv6 commands authorize
manager-level access for one link-local station at a time. Note that when you
enter a link-local IPv6 address with the ipv6 authorized-managers command,
you must also enter a VLAN ID in the format: %vlan<vlan-id>.

HP Switch# show ipv6 authorized-managers
 IPv6 Authorized Managers
---------------------------------------
 Address : 2001:db8:0:7::5
 Mask    : ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff
 Access  : Manager

 Address : 2001:db8::a:1c:e3:3
 Mask    : ffff:ffff:ffff:ffff:ffff:ffff:ffff:fffe
 Access  : Manager

 Address : 2001:db8::214:c2ff:fe4c:e480
 Mask    : ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff
 Access  : Manager

 Address : 2001:db8::10
 Mask    : ffff:ffff:ffff:ffff:ffff:ffff:ffff:ff00
 Access  : Operator

Mask Authorized IPv6 Addresses Number of 
Authorized 
Addresses 

FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFC 2001:db8:0:7::4 through 2001:db8:0:7::7 4

FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFE 2001:db8::a:1c:e3:2 and 2001:db8::a:1c:e3:3 2

FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 2001:db8::214:c2ff:fe4c:e480 1

FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FF00 2001:db8::0 through 2001:db8::FF 256
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Switch(config)# ipv6 authorized-managers 
fe80::07be:44ff:fec5:c965%vlan2

Switch(config)# ipv6 authorized-managers 
fe80::070a:294ff:fea4:733d%vlan2 

Switch(config)# ipv6 authorized-managers 
fe80::19af:2cff:fe34:b04a%vlan5

If you do not enter an ipv6-mask value when you configure an authorized IPv6
address, the switch automatically uses FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
as the default IPv6 mask. Also, if you do not specify an access value to grant
either Manager- or Operator-level access, by default, the switch assigns Man-
ager access. For example:

Figure 3-11. Default IPv6 Mask

The next IPv6 command authorizes operator-level access for sixty-four IPv6
stations: thirty-two stations in the subnets defined by 0x0006 and 0x0007 in
the fourth block of an authorized IPv6 address:

Switch(config)# ipv6 authorized-managers 
2001:db8:0000:0007:231:17ff:fec5:c967 
ffff:ffff:ffff:fffe:ffff:ffff:ffff:ffe0 access operator

The following ipv6 authorized-managers command authorizes a single, automat-
ically generated (EUI-64) IPv6 address with manager-level access privilege:

Switch(config)# ipv6 authorized-managers 
::223:04ff:fe03:4501 ::ffff:ffff:ffff:ffff 

HP Switch# ipv6 authorized-managers 2001:db8::a8:1c:e3:69
HP Switch# show ipv6 authorized-managers 

 IPv6 Authorized Managers
--------------------------

Address : 2001:db8::a8:1c:e3:69
Mask    : ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff
Access  : Manager

If you do not enter a value for ipv6-mask in the ipv6 authorized-managers command, the default mask of
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF: is applied. The default mask authorizes only the specified station (see
“Configuring Single Station Access” on page 3-3).
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Editing an Existing Authorized IP Manager Entry. To change the mask
or access level for an existing authorized IP manager entry, enter the IPv6
address with the new value(s). Any parameters not included in the command
are reset to their default values.

The following command replaces the existing mask and access level for IPv6
address 2001:DB8::231:17FF:FEC5:C967 with
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FF00 and operator:

Switch(config)# ipv6 authorized-managers 
2001:db8::231:17ff:fec5:c967 
ffff:ffff:ffff:ffff:ffff:ffff:ffff:ff00 access operator

The following command replaces the existing mask and access level for IPv6
address 2001:DB8::231:17FF:FEC5:3E61 with
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF and manager (the default values). Note
that it is not necessary to enter either of these parameters:

Switch(config)# ipv6 authorized-managers 
2001:db8::a05b:17ff:fec5:3f61

Deleting an Authorized IP Manager Entry. Enter only the IPv6 address
of the configured authorized IP manager station that you want to delete with
the no form of the command; for example:

Switch(config)# no ipv6 authorized-managers 
2001:db8::231:17ff:fec5:3e61

Secure Shell (SSH) for IPv6

SSH for IPv4 and IPv6 operate simultaneously with the same command set.
Both are enabled in the default configuration, and are controlled together by
the same command set.

The Secure Shell (SSH) for IPv6 feature provides the same Telnet-like func-
tions through encrypted, authenticated transactions as SSH for IPv4. SSH for
IPv6 provides CLI (console) access and secure file transfer functionality. The
following types of transactions are supported:

■ Client public-key authentication
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Public keys from SSH clients are stored on the switch. Access to the
switch is granted only to a client whose private key matches a stored
public key.

■ Password-only client authentication

The switch is SSH-enabled but is not configured with the login method
that authenticates a client’s public-key. Instead, after the switch authenti-
cates itself to a client, users connected to the client authenticate them-
selves to the switch by providing a valid password that matches the
operator- and/or manager-level password configured and stored locally on
the switch or on a RADIUS or TACACS+ server.

■ Secure Copy (SCP) and Secure FTP (SFTP) client applications

You can use either one SCP session or one SFTP session at a given time
to perform secure file transfers to and from the switch.

Configuring SSH for IPv6

By default, SSH is automatically enabled for IPv4 and IPv6 connections on a
switch. You can use the ip ssh command options to reconfigure the default
SSH settings to configure the following settings used in SSH authentication
for IPv4 and IPv6 connections:

■ TCP port number

■ timeout period

■ file transfer

■ MAC type

■ cipher type

■ listening port(s)

Syntax:  [no] ip ssh

Enables SSH for on the switch for both IPv4 and IPv6,

and activates the connection with a configured SSH

server (RADIUS or TACACS+). The no form of the

command disables SSH on the switch.

[cipher < cipher-type >]
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Specify a cipher type to use for connection.

Valid types are:

• aes128-cbc

• 3des-cbc

• aes192-cbc

• aes256-cbc

• rijndael-cbc@lysator.liu.se

• aes128-ctr

• aes192-ctr

• aes256-ctr

Default: All cipher types are available.

Use the no form of the command to disable a cipher type.

[filetransfer]

Enables SSH on the switch to connect to an SCP or SFTP

client application to transfer files to and from the

switch over IPv4 or IPv6.

Default: Disabled.

Note: Enabling filetransfer automatically disables

TFTP client and TFTP server functionality.

For more information, refer to “Secure Copy and

Secure FTP for IPv6” on page 3-17.

[mac < MAC-type >]

Allows configuration of the set of MACs that can be

selected. Valid types are:

• hmac-md5

• hmac-sha1

• hmac-sha1-96

• hmac-md5-96

Default: All MAC types are available.

Use the no form of the command to disable a MAC type.
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[port < 1-65535 | default >]

TCP port number used for SSH sessions in IPv4 and

IPv6 connections (Default: 22).

Valid port numbers are from 1 to 65535, except for port

numbers 23, 49, 80, 280,443, 1506, 1513 and 9999,

which are reserved for other subsystems.

[public-key < manager | operator > keystring

Store a client-generated key for public-key

authentication.

manager: allows manager-level access using SSH public-

key authentication.

operator: allows operator-level access using SSH public-

key authentication.

keystring:. a legal SSHv2 (RSA or DSA) public key. The

text string for the public key must be a single quoted

token. If the keystring contains double-quotes, it can be

quoted with single quotes ('keystring'). The

following restrictions for a keystring apply:

■ A keystring cannot contain both single and double

quotes.

■ A keystring cannot have extra characters, such as

a blank space or a new line. (To improve readabil-

ity, you can add a backlash at the end of each line.)

For more on configuring and using SSH public keys to

authenticate SSH clients connecting to the switch, refer

to the chapter titled “Configuring Secure Shell” in the

latest Access Security Guide for your switch.

[timeout < 5 - 120 >]

Timeout value allowed to complete an SSH authentica-

tion and login on the switch (Default: 120 seconds).

[listen <oobm|data|both>]
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N o t e For both IPv4 and IPv6, the switch supports only SSH version 2. You cannot
set up an SSH session with a client device running SSH version 1.

For more information on how to configure SSH for encrypted, authenticated
transactions between the switch and SSH-enabled client devices, refer to the
“Configuring Secure Shell (SSH)” chapter in the Access Security Guide for
your switch.

The listen parameter is available only on switches that

have a separate out-of-band management port. Values

for this parameter are:

• oobm — inbound SSH access is enabled
only on the out-of-band management port.

• data — inbound SSH access is enabled only
on the data ports.

• both — inbound SSH access is enabled on
both the out-of-band management port and
on the data ports. This is the default value.

Refer to Appendix I, “Network Out-of-Band Manage-

ment” in the Management and Configuration Guide for

more information on out-of-band management.

The listen parameter is not available on switches that

do not have a separate out-of-band management port.



3-17

IPv6 Management Security Features
Secure Copy and Secure FTP for IPv6

Displaying an SSH Configuration

To verify an SSH for IPv6 configuration and display all SSH sessions running
on the switch, enter the show ip ssh command. Information on all current SSH
sessions (IPv4 and IPv6) is displayed.

Secure Copy and Secure FTP for IPv6

You can take advantage of the Secure Copy (SCP) and Secure FTP (SFTP)
client applications to provide a secure alternative to TFTP for transferring
sensitive switch information, such as configuration files and login informa-
tion, between the switch and an administrator workstation.

By default, SSH is enabled for IPv4 and IPv6 connections on a switch, and a
single command set is used for both IPv4 and IPv6 file transfers.

SCP and SFTP run over an encrypted SSH session allowing you to use a secure
SSH tunnel to:

■ Transfer files and update Switch software images.

■ Distribute new software images with automated scripts that make it easier
to upgrade multiple switches simultaneously and securely.

HP Switch# show ip ssh

  SSH Enabled     : Yes                 Secure Copy Enabled : No
  TCP Port Number : 22                  Timeout (sec)       : 120
  Host Key Type   : RSA                 Host Key Size       : 2048

  Ciphers : aes128-cbc,3des-cbc,aes192-cbc,aes256-cbc,
            rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr
  MACs    : hmac-md5,hmac-sha1,hmac-sha1-96,hmac-md5-96

  Ses Type     | Source IP                                      Port
  --- -------- + ---------------------------------------------- -----
  1   console  |
  2   ssh      |10.168.31.114                                   1722
  3   inactive |
  4   inactive |

 
 
 
 

 

 
 
 

 
 
 
 

 

 

 
 
 
 

 
 
 
 

 

 
 
 

 

 
 
 

 

 
 

 

 
 
 
 
 
 

Displays the current SSH configuration and status. 

The switch uses these five SSH settings internally for 
transactions with clients. 

With SSH running, the switch supports one console session and up to five other SSH 
and Telnet (IPv4 and IPv6) sessions. 

WebAgent sessions are also supported, but are not displayed in show ip ssh output.

Source IPv6 IP addresses of SSH clients are displayed in hexadecimal format.
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By default, SSH is enabled for IPv4 and IPv6 connections on a switch. If you
have not disabled SSH connections from IPv6 clients (by entering the ip ssh 
ip-version 4 command), you can perform secure file transfers to and from IPv6
client devices by entering the ip ssh filetransfer command.

After an IPv6 client running SCP/SFTP successfully authenticates and opens
an SSH session on the switch, you can copy files to and from the switch using
secure, encrypted file transfers. Refer to the documentation that comes with
an SCP or SFTP client application for information on the file transfer com-
mands and software utilities to use.

N o t e s Enabling SSH file transfer disables TFTP and Auto-TFTP operation.

The switch supports one SFTP session or one SCP session at a time.

All files on the switch have read-write permission. However, several SFTP
commands, such as create or remove, are not supported and return an error
message.

For more information on how to configure SCP or SFTP in an SSH session to
copy files to and from the switch, refer to the “File Transfers” appendix in the
Management and Configuration Guide for your switch.

Syntax:.  [no] ip ssh filetransfer

Enables SSH on the switch to connect to an SCP or SFTP

client application to transfer files to and from the switch.

Use the no ip ssh filetransfer command to disable the switch’s

ability to perform secure file transfers with an SCP or SFTP

client, without disabling SSH on the switch.
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IPv6 Diagnostic and Troubleshooting

Introduction

The IPv6 ICMP feature enables control over the error and informational
message rate for IPv6 traffic, which can help mitigate the effects of a Denial-
of-service attack. Ping6 enables verification of access to a specific IPv6 device,
and traceroute6 enables tracing the route to an IPv6-enabled device on the
network.

ICMP Rate-Limiting

ICMP rate-limiting controls the rate at which ICMPv6 generates error and
informational messages for features such as:

■ neighbor solicitations

■ neighbor advertisements

■ path MTU discovery (PMTU)

■ duplicate address discovery (DAD)

■ neighbor unreachability detection (NUD)

■ router discovery

■ neighbor discovery (NDP)

ICMPv6 error message generation is enabled by default. The rate of message
generation can be adjusted, or message generation can be disabled.

Feature Default CLI

IPv6 ICMP Message Interval and 
Token Bucket

100 ms
10 max tokens

4-2

ping6 Enabled

traceroute6 n/a
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Controlling the frequency of ICMPv6 error messages can help to prevent DoS
(Denial- of- Service) attacks. With IPv6 enabled on the switch, you can control
the allowable frequency of these messages with ICMPv6 rate-limiting.

For example, the following command limits ICMP error and informational
messages to no more than 20 every 1 second:

Switch(config)# ipv6 icmp error-interval 1000000 bucket-size 20

Syntax:.  ipv6 icmp error-interval < 0 - 2147483647 > [bucket-size < 1 - 200 >]
no ipv6 icmp error-interval

This command is executed from the global configuration level,

and uses a “token bucket” method for limiting the rate of ICMP

error and informational messages. Using this method, each

ICMP message uses one token, and a message can be sent only

if there is a token available. In the default configuration, a new

token can be added every 100 milliseconds, and a maximum

of 10 tokens are allowed in the token bucket. If the token bucket

is full, a new token cannot be added until an existing token is

used to enable sending an ICMP message. You can increase or

decrease both the frequency with which used tokens can be

replaced and (optionally) the number of tokens allowed to

exist.

error-interval: Specifies the time interval in milliseconds

between successive token adds. Increasing this value

decreases the rate at which tokens can be added. A setting

of 0 disables ICMP messaging.

Default: 100; Range: 0 - 2147483647.

bucket-size: This optional keyword specifies the maximum

number of tokens allowed in the token bucket at any time.

Decreasing this value decreases the maximum number of

tokens that may be available at any time.

Default: 10; Range: 1 - 200.

You can change the rate at which ICMP messages are allowed

by changing the error-interval with or without a corre-

sponding change in the bucket-size.

The no ipv6 icmp error-interval command resets both the error-
interval and the bucket-size values to their defaults.

Use the show run command to view the current ICMP error

interval settings.
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Ping for IPv6 (Ping6)

The Ping6 test is a point-to-point test that accepts an IPv6 address or IPv6 host
name to see if an IPv6 switch is communicating properly with another device
on the same or another IPv6 network. A ping test checks the path between the
switch and another device by sending IP packets (ICMP Echo Requests).

To use a ping6 command with an IPv6 host name or fully qualified domain
names, refer to “DNS Resolver for IPv6” on page 4-8.

You can issue single or multiple ping tests with varying repetitions and timeout
periods to wait for a ping reply.

Replies to each ping test are displayed on the console screen. To stop a ping
test before it finishes, press [Ctrl] [C].

For more information about using a ping test, refer to the “Troubleshooting”
appendix in the current Management and Configuration Guide for your
switch.
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Syntax: ping6 < ipv6-address | hostname | switch-number > 
[repetitions < 1 - 10000 >] [timeout < 1 - 60 >] [data-size < 0 - 65507 >] 
[data-fill < 0 - 1024 >] [source < ipv6-addr | vid >] [oobm]
ping6 <link-local-address%vlan<vid> | hostname | switch-number> 
[repetitions < 1 - 10000 >] [timeout < 1 - 60 >] [data-size < 0 - 65507 >] 
[data-fill < 0 - 1024 >] [source < ipv6-addr | vid >] [oobm]

Pings the specified IPv6 host by sending ICMP version 6

(ICMPv6) echo request packets to the specified host.

<ipv6-address>: IPv6 address of a destination host device.

< link-local-address >%vlan<vlan-id>: IPv6 link-local

address, where %vlan<vlan-id> specifies the VLAN ID

number.

< hostname >: Host name of an IPv6 host device configured

on an IPv6 DNS server.

< switch-number >: Number of an IPv6-based switch that is

a member of a switch stack (IPv6 subnet). Valid values: 1 -

16.

< oobm >: For switches that have a separate out-of-band

management (OOBM) port, oobm specifies that the traffic

originates from the out-of-band management port.

[repetitions < 1 - 10000>]: Number of times that IPv6 ping

packets are sent to the destination IPv6 host. Default: 1.

[timeout < 1 - 60 >]: Number of seconds within which a response

is required from the destination host before the ping test

times out. Valid values: 1 - 60. Default: 1 second.

[data-size <0 - 65471]: Size of data (in bytes) to be sent in ping

packets. Valid values: 0 - 65471. Default: 0.

[data-fill <0 - 1024>]: Text string used as data in ping packets.

Range: up to 1024 alphanumeric characters; Default: 0.

[source < ipv6-addr | vid >]: The IPv6 address of the pinging

device or the VLAN-ID on which the ping is being sent.

Default: 0 (no text is used).
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Figure 4-1. Examples of IPv6 Ping Tests

Traceroute for IPv6

The traceroute6 command enables you to trace the route from a switch to a
host device that is identified by an IPv6 address or IPv6 host name. In the
command output, information on each (router) hop between the switch and
the destination IPv6 address is displayed.

To use a traceroute6 command with an IPv6 host name or fully qualified domain
names, refer to “DNS Resolver for IPv6” on page 4-8.

Note that each time you perform a traceroute operation, the traceroute 
command uses the default settings unless you enter different values with each
instance of the command.

Replies to each traceroute operation are displayed on the console screen. To
stop a traceroute operation before it finishes, press [Ctrl] [C].

For more information about how to configure and use a traceroute operation,
refer to the “Troubleshooting” appendix in the Management and Configura-

tion Guide.

HP Switch# ping6 fe80::2:1%vlan10
fe80:0000:0000:0000:0000:0000:0002:0001 is alive, time = 975 ms

Switch# ping6 2001:db8::a:1c:e3:3 repetitions 3
2001:0db8:0000:0000:000a:001c:00e3:0003 is alive, iteration 1, time = 15 ms
2001:0db8:0000:0000:000a:001c:00e3:0003 is alive, iteration 2, time = 15 ms
2001:0db8:0000:0000:000a:001c:00e3:0003 is alive, iteration 3, time = 15 ms
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = 15/15/15

Switch# ping6 2001:db8::214:c2ff:fe4c:e480 repetitions 3 timeout 2
2001:db8:0000:0000:0214:c2ff:fe4c:e480 is alive, iteration 1, time = 15 ms
2001:db8:0000:0000:0214:c2ff:fe4c:e480 is alive, iteration 2, time = 10 ms
2001:db8:0000:0000:0214:c2ff:fe4c:e480 is alive, iteration 3, time = 15 ms

Switch# ping6 2001:db8::10
Request timed out.
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Syntax: traceroute6 < ipv6-address | hostname >
[minttl < 1-255 > [maxttl < 1-255 > 
[timeout < 1-120 >] [probes < 1-5 >] [source < ipv6-addr | vid | loopback 
<0-7> | oobm>] [dstport <1-34000>] [srcport <1-34000>]

traceroute6 <link-local-address%vlan<vid> | hostname >
[minttl < 1-255 >] [maxttl < 1-255 >] 
[timeout < 1-120 >] [probes < 1-5 >] [source < ipv6-addr | vid | oobm>

Lists the IPv6 address of each hop in the route to the specified

destination host device with the time (in microseconds)

required for a packet reply to be received from each next-hop

device.

<ipv6-address>: IPv6 address of a destination host device.

<link-local-address>%vlan<vlan-id>: IPv6 link-local address,

where %vlan<vlan-id> specifies the VLAN ID number.

<hostname>: Host name of an IPv6 host device configured on

an IPv6 DNS server.

< oobm >: For switches that have a separate out-of-band

management (OOBM) port, oobm specifies that the traffic

originates from the out-of-band management port.

minttl: Minimum number of hops allowed for each probe

packet sent along the route. Default: 1; Range: 1 - 255.

• If the minttl value is greater than the actual number of hops,

the traceroute output displays only the hops equal to or

greater than the configured minttl threshold value. The

hops below the threshold value are not displayed.

• If the minttl value is the same as the actual number of hops,

only the final hop is displayed in the command output.

• If the minttl value is less than the actual number of hops,

all hops to the destination host are displayed.
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Figure 4-2. Examples of IPv6 Traceroute Probes

maxttl: Maximum number of hops allowed for each probe

packet sent along the route. Valid values: 1 - 255. Default: 30.

• If the maxttl value is less than the actual number of hops

required to reach the host, the traceroute output displays

only the IPv6 addresses of the hops detected by the

configured maxttl value.

timeout: Number of seconds within which a response is

required from the IPv6 device at each hop in the route to the

destination host before the traceroute operation times out.

Default: 5 seconds; Range: 1 - 120.

probes: Number of times a traceroute is performed to locate

the IPv6 device at any hop in the route to the specified host

before the operation times out. Default: 3; Range: 1 - 5.

[source < ipv6-addr | vid >]: The source IPv6 address or VLAN

of the traceroute device or the VLAN-ID on which the

traceroute packet is being sent.

[dstport <1-34000>]

Destination port.

[srcport <1-34000>]

Source port.

HP Switch# traceroute6 2001:db8::10
traceroute to 2001:db8::10
                   1 hop min, 30 hops max, 5 sec. timeout, 3 probes
 1  2001:db8::a:1c:e3:3           0 ms    0 ms    0 ms
 2  2001:db8:0:7::5               7 ms    3 ms    0 ms
 3  2001:db8::214:c2ff:fe4c:e480  0 ms    1 ms    0 ms
 4  2001:db8::10                  0 ms    1 ms    0 ms

Switch# traceroute6 2001:db8::10 maxttl 7
traceroute to fe80::1:2:3:4
                   1 hop min, 7 hops max, 5 sec. timeout, 3 probes
 1    2001:db8::a:1c:e3:3        0 ms    0 ms    0 ms
 2    2001:db8:0:7::5            0 ms    0 ms    0 ms
 3    * 2001:db8::214:c2ff:fe4c:e480  *
 4    *  *  *
 5    *  *  *

Intermediate router hops with 
the time (in milliseconds) for 
the switch to receive a 
response from each of the 
three probes sent to each 
router. 

At hop 3, the first and third probes timed out, but the second probe reached the 
router. Each timed-out probe is displayed with an asterisk (*).

Destination IPv6 address
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DNS Resolver for IPv6

The Domain Name System (DNS) resolver is designed for local network
domains where it enables use of a host name or fully qualified domain name
to support DNS-compatible commands from the switch. DNS operation
supports these features:

■ dual-stack operation: IPv6 and IPv4 DNS resolution

■ DNS-compatible commands: ping, ping6, traceroute, and traceroute6
■ multiple, prioritized DNS servers (IPv4 and IPv6)

DNS Configuration

Up to three DNS servers can be configured. The addresses must be prioritized,
and can be for any combination of IPv4 and IPv6 DNS servers.

N o t e This section describes the commands for configuring DNS operation for IPv6
DNS applications. For further information and examples on using the DNS
feature, refer to “DNS Resolver” in appendix C, “Troubleshooting”, in the
current Management and Configuration Guide for your switch.

Syntax:.  [no] ip dns server-address priority < 1 - 3 > < ip-addr > [oobm}

Used at the global config level to configure the address and

priority of a DNS server. Allows for configuring up to three

servers providing DNS service. (The servers must all be acces-

sible to the switch.) The command allows both IPv4 and IPv6

servers in any combination and any order of priority.

priority < 1 - 3 >: Identifies the order in which the specified DNS

server will be accessed by a DNS resolution attempt. A resolu-

tion attempt tries each configured DNS server address, in

ascending order of priority, until the attempt is successful or

all configured server options have been tried and failed. To

change the priority of an existing server option, you must

remove the option from the switch configuration and re-enter

it with the new priority. If another server address is config-

ured for the new priority, you must also remove that address

from the configuration before re-assigning its priority to

another address.
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For example, suppose you want to configure the following on the switch:

■ the address 2001:db8::127:10 which identifies a DNS server in the domain
named mygroup.hpnetworking.net

■ a priority of 1 for the above server

■ the domain suffix mygroup.hpnetworking.net

Assume that the above, configured DNS server supports an IPv6 device having
a host name of “mars-1” (and an IPv6 address of fe80::215:60ff:fe7a:adc0) in
the “mygroup.hpnetworking.net” domain. In this case you can use the device's

The no form of the command removes the specified address

from the server address list configured on the switch.

< ip-addr >: Specifies the address of an IPv6 or IPv4 DNS server.

[oobm]: For switches that have a separate out-of-band manage-

ment (OOBM) port, this parameter specifies that communica-

tion with the DNS server goes through that OOBM port.

Syntax:.  [no] ip dns domain-name < domain-name-suffix >

Used at the global config level to configure the domain suffix
that is automatically appended to the host name entered with

a command supporting DNS operation. Configuring the

domain suffix is optional if you plan to use fully qualified

domain names in all cases instead of just entering host names.

You can configure up to three addresses for DNS servers in the

same or different domains. However, you can configure only

one domain name suffix. This means that a fully qualified

domain name must be used to resolve addresses for hosts that

do not reside in the same domain as the one you configure

with this command. That is, if the domain name suffix and

the address of a DNS server for that same domain are both

configured on the switch, then you need to enter only the host

name of the desired target when executing a command that

supports DNS operation. But if the DNS server used to resolve

the host name for the desired target is in a different domain

than the domain configured with this command, then you need

to enter the fully qualified domain name for the target.

The no form of the command removes the configured domain

name suffix.
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host name alone to ping the device because the mygroup.hpnetworking.net
domain has been configured as the domain name on the switch and the address
of a DNS server residing in that domain is also configured on the switch. The
commands for these steps are as follows:

Figure 4-3. Example of Configuring for a Local DNS Server and Pinging a Registered Device

However, for the same “mars-1” device, if mygroup.hpnetworking.net was not
the configured domain name, you would have to use the fully qualified domain
name for the device named mars-1:

Switch# ping6 mars-1.mygroup.hpnetworking.net 

For further information and examples on using the DNS feature, refer to “DNS
Resolver” in appendix C, “Troubleshooting”, in the current Management and

Configuration Guide for your switch.

Viewing the Current Configuration

Use the show ip dns command to view the current DNS server configuration.

Use the show run command to view both the current DNS server addresses
and the current DNS domain name in the active configuration.

Operating Notes

In software release S.15.XX, DNS addressing is not configurable from a
DHCPv6 server.

Debug/Syslog for IPv6

The Debug/System logging (Syslog) for IPv6 feature provides the same logging
functions as the IPv4 version, allowing you to record IPv4 and IPv6 Event Log
and debug messages on a remote device to troubleshoot switch or network

HP Switch(config)# ip dns server-address priority 1 2001:db8::127:10
HP Switch(config)# ip dns domain-name mygroup.hpnetworking.net
HP Switch(config)# ping6 mars-1
fe80::215:60ff:fe7a:adc0 is alive, time = 1 ms
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operation. For example, you can send messages about routing misconfigura-
tions and other network protocol details to an external device, and later use
them to debug network-level problems.

Configuring Debug and Event Log Messaging

To specify the types of debug and Event Log messages that you want to send
to an external device:

■ Use the debug < debug-type > command to send messaging reports for the
following types of switch events:

• Events recorded in the switch’s Event Log

• IPv6 DHCPv6 client and Neighbor Discovery events

• LLDP events

■ Use the logging < severity severity-level | system-module system-module>
command to select a subset of Event Log messages to send to an external
device for debugging purposes according to:

• Severity level

• System module

Debug Command

Syntax:  [no] debug ipv6 [ debug-type ]

Configures the types of IPv6 messages that are sent to Syslog

servers or other configured debug destinations, where debug-type 
is any of the following event types:

(none)

all IPv6 events

dhcpv6-client < events | packets >

one of the following IPv6 client debug message types

events — DHCPv6 client events

packets — DHCPv6 client packets

nd

IPv6 neighbor discovery events

packet

all IPv6 packet messages

The no debug ipv6… form of the command stops the sending of

debug messages of the specified type.
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Configuring Debug Destinations

A Debug/Syslog destination device can be a Syslog server (up to six maximum)
and/or a console session:

■ Use the debug destination < logging | session | buffer > command to enable
(and disable) Syslog messaging on a Syslog server or to a CLI session for
the debug message types configured with the debug and logging com-
mands (see “Configuring Debug and Event Log Messaging” on page 4-11):

• debug destination logging enables the configured debug message types
to be sent to Syslog servers configured with the logging command.

• debug destination session enables the configured debug message types
to be sent to the CLI session that executed this command. The session
can be on any one terminal emulation device with serial, Telnet, or
SSH access to the CLI at the Manager level prompt.

• debug destination buffer enables the configured debug message types
to be sent to a buffer in switch memory.

■ Use the logging < syslog-ipv6-addr  > command to configure the Syslog
server at the specified IPv6 destination address.

Configuring an IPv6 Syslog Server

Syslog for IPv6 is a client-server logging tool that allows a client switch to send
event notification messages to n IPv6 networked device operating with Syslog
server software. Messages sent to a Syslog server can be stored to a file for
later debugging analysis.

To use the Syslog for IPv6 feature, you must install and configure a Syslog
server application on an IPv6 networked host accessible to the switch. Refer
to the documentation for the Syslog server application for instructions.

To configure an IPv6 Syslog server, use the logging < syslog-ipv6-addr > 
command as described below.

When you configure a Syslog server, Event Log messages are automatically
enabled to be sent to the server. To reconfigure this setting, use the following
commands:

■ Use the debug command to specify additional debug message types.

■ Use the logging command to configure the system module or severity level
used to filter the Event Log messages sent to configured Syslog servers.
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For more information, see “Configuring Debug and Event Log Messaging” on

page 4-11.

Logging Command

For more information on how to configure a Syslog server and Debug/Syslog
message reports, refer to the “Troubleshooting” appendix in the Management

and Configuration Guide.

Syntax:  [no] logging < syslog-ipv4-addr >

Enables or disables Syslog messaging to the specified IPv4

address. You can configure up to six addresses. If you config-

ure an address when none are already configured, this com-

mand enables destination logging (Syslog) and the Event

debug type. Therefore, at a minimum, the switch begins send-

ing Event Log messages to configured Syslog servers. If other

debug message types are configured, they are also sent to the

Syslog server.

no logging removes all currently configured Syslog logging

destinations from the running configuration.

no logging < syslog-ipv4-address > removes only the specified

Syslog logging destination from the running configuration.

Note: The no logging command does not delete the Syslog server

addresses stored in the startup configuration. To delete Syslog

addresses in the startup configuration, you must enter the

no logging command followed by the write memory command. To

verify the deletion of a Syslog server address, display the

startup configuration by entering the show config command.

To block the messages sent to configured Syslog servers from

the currently configured debug message type, enter the no debug 
< debug-type > command.

To disable Syslog logging on the switch without deleting con-

figured server addresses, enter the no debug destination logging
command.
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Displaying a Debug/Syslog for Configuration

Use the show debug command to display the currently configured settings for:

■ Debug message types and Event Log message filters (severity level and
system module) sent to debug destinations

■ IPv4/IPv6 debug destinations (Syslog servers or CLI session) and Syslog
server facility to be used

Figure shows an example of show debug command output that displays a
configured IPv6 Syslog server.

Syslog Configuration to Receive Event Log Messages at Specified System Module 
and Severity Levels on an IPv6 Syslog Server

HP Switch(config)# show debug

 Debug Logging
  Destination:  None
  Enabled debug types:
  None are enabled

 HP Switch(config)# logging fe80:215:60ff:fe7a:adc0
 HP Switch(config)# write memory
 HP Switch(config)# show debug

  Debug Logging
   Destination: 
    Logging --
     fe80:215:60ff:fe7a:adc0
     Facility=user
     Severity=debug
     System module=all-pass
    Enabled debug types:
     event

Displays the default debug 
configuration when no Syslog 
server IP addresses or debug 
types are configured.

When you configure a Syslog 
IPv6 address with the logging 
command, by default, the 
switch enables debug 
messaging to the Syslog 
address and the user facility on 
the Syslog server, and sends 
Event Log messages of all 
severity levels from all system 
modules.
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DAD Duplicate Address Detection. Refer to “Duplicate Address Detection (DAD)”
on page 1-14.

Device Identifier The low-order bits in an IPv6 address that identify a specific device. For
example, in the link-local address 2001:db8:a10:101:212:79ff:fe88:a100/64, the
bits forming 212:79ff:fe88:a100 comprise the device identifier.

DoS Denial-of-Service.

EUI-64 Extended Unique Identifier. Refer to “View the Current IPv6 Addressing
Configuration” on page 1-17.

Manual Address

Configuration

Configures an IPv6 address by using the CLI to manually enter a static address.
Referred to as “Static Address Configuration” in this guide. See Static

Address Configuration, below.

MTU Maximum Transmission Unit. The largest frame size allowed on a given path
or device.

RA Router Advertisement. Refer to “Router Access and Default Router Selection”
on page 1-23.

SLAAC Stateless Address Autoconfiguration.

Static Address A permanently configured IPv6 address, as opposed to an autoconfigured
address.

Static Address

Configuration

Configures an IPv6 address by using the CLI to manually enter the address
instead of using an automatically generated or DHCPv6-assigned address.
Same as “Manual Address Configuration”. See also Manual Address Config-

uration, above.
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